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Abstract

To keep a business network sustainable, controls are needed against oppor-
tunistic behavior of network participants. In this paper we present a meth-
odology for understanding control problems and designing solutions, based
on an economic value perspective. The methodology employs a library of
so-called control patterns, inspired by design patterns in software engineer-
ing. A control pattern is considered as a generic solution for a common
control problem. The adequacy and effectiveness of these control patterns
is demonstrated by a case study about the redesign of customs procedures.
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1. Introduction

Companies increasingly form smart business networks (SBNs) to jointly
satisfy a complex need. Well known examples include the networked busi-
ness models of Cisco Systems and Dell [28]. A smart business network is a
group of enterprises with joint goals, linked by network technology, that
collaborate and interact in such a way that the network remains sustainable
and robust to defection of one of the actors, and allows each actor to in-
crease its own value [30, p.229]. To be sustainable, a smart business net-
work needs control measures, to prevent and detect opportunistic behavior
of participants: a participant may leave the network, not fulfill its obliga-
tions, or commit fraud. From the early days of trade, transactions between
organizations have been governed by administrative control procedures,
which often rely on a transfer of control documents [5].

While some control procedures are of commercial nature, governmental
institutions, like customs, have also introduced many control measures for
trading partners. Currently, the various governmental procedures around
international trade are fragmented and independent of each other. Conse-
quently, overlaps exist between e.g., export, VAT, and excise procedures,
as well as with commercial procedures. This results in a large number of
different documents associated with a single container crossing the border,
and in many required redundancies in business processes and information
flows. Possible redesigns of customs procedures re-think why network
partners work as they do, and how to use smart technological innovations
to tackle control problems in the network.

We present a case study, called the Beer Living Lab, on the redesign of
these customs procedures. In the study, governments, trading partners and
technology providers collaborate in a network such that old paper-based
customs procedures can be replaced by new procedures, relying on innova-
tive technologies. All network partners benefit from the new technology-
based procedures: customs administrations achieve a higher degree of con-
trol and security in international trade; trading partners achieve better con-
trol of their own supply chain, as well as increased credibility and there-
fore reduction in the required administrative procedures; and technology
providers benefit from the research effort, to provide open-source, secure,
IT-based services, using advanced technologies. The smartness of the col-
laboration lies in the fact that innovative third party commercial IT-based
services enable customs administrations to achieve a higher degree of con-
trol, than when they would exercise control themselves.
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It is crucial to guarantee that new IT-based procedures indeed provide
the same safeguards as before, or better ones. To support the redesign of
control procedures for smart business networks, a structured approach is
needed. For individual enterprises, structured approaches to design control
procedures have been developed in accounting and auditing fields (e.g.
[27, 24]). But inter-organizational controls, as needed for a network of en-
terprises, have received only limited attention [5].

In this paper we, therefore, propose the use of control patterns: a way to
structure existing knowledge about the design of control procedures, and
make it accessible for re-use. Patterns make it possible to capture solutions
for recurring problems in (business) systems that have been solved before.
They provide a structured way of encoding the best practices that exist in a
certain field. Such structured approaches are necessary, because domain
experts often find it hard to make their knowledge explicit, and explain
why a certain solution was chosen. The pattern approach has been pro-
posed in architecture [1], and is very successful in software engineering
[8]. Recently, patterns have also been applied to the business domain, for
example for the design of administrative processes [21], organizational
structure [7] and business process reengineering [4].

Based on a literature review, we have collected a library of generic con-
trol patterns, for the design and analysis of administrative control proce-
dures in business networks. The adequacy and effectiveness of our library
of control patterns is evaluated through a series of case studies, one of
which is the Beer Living Lab. Based on the control patterns, we generate a
normative specification, prescribing how controls should be designed ac-
cording to the theory. The normative specification is then compared with
real life scenarios, provided by domain experts.

The idea of using control patterns for design of business networks stems
from conceptual modeling. Research on business models [3, 22, 29, 19, 23]
utilizes conceptual modeling to provide concepts to judge and understand
the viability of new (ICT-based) business initiatives. In the control pat-
terns, we take two perspectives. Besides representing the procedural aspect
of control mechanism, we also provide a representation of the business
model that underlies the execution of the controls. We make use of model-
ing techniques, which stress the importance of economic value. With value
modeling, the focus is on what actors do and why, while process modeling
concentrates on sow they do it [10]. Business models proved to be a useful
support tool in a setting when decision making is done by multiple stake-
holders [9]. Controls are typically not imposed by one central organization,
but are negotiated among the participants of a network, where stakeholders
have different interests, and different views on value propositions. This
may lead to incomplete and ambiguous statements, when communicated in
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natural language [20]. The formal conceptualization of business ideas in a
model, makes potential conflicts explicit, and may help stakeholders to re-
solve potential conflicts in an early stage of the development process.

The contribution of this paper is the following. Control patterns extend
the work on formal models of controls by [5, 6] by providing a structured
approach to model a wider set of control mechanisms. In addition, we aim
for a methodology to design new control mechanisms, instead of checking
the correctness or trustworthiness of existing control mechanisms, as in [5,
6]. Finally, we take a value perspective on design of controls, which inte-
grates the control design in the e’-value business modeling methodology.

The paper is organized as follows: Section 2 provides a theoretical
background to our work: business modeling and control theory. Section 3
introduces the notion of a control pattern and Section 4 presents a library
of general control patterns. Section 5 describes how we use and implement
control patterns in a case study about the redesign of customs procedures.

2. Theoretical background

In the context of controls, a business network can be considered as: (1)
an ideal situation, in which no errors, opportunistic behavior or fraud oc-
curs, and (2) a sub-ideal situation, in which errors, opportunistic behavior
or fraud does occur [15]. These situations must then be prevented, detected
or corrected by means of control mechanisms. In accounting, ideal and
sub-ideal situations are typically analyzed from a process perspective, e.g.
with flow charts. From a network perspective, the ideal situation is often
determined by contractual arrangements that reflect the business model of
the network. Therefore, we define ideal and sub-ideal business models too.

There are other specific reasons for taking the value perspective into ac-
count, when looking at control issues. First, the value perspective is con-
ceptually close to Transaction Cost Economics, which studies safeguards
against opportunistic behavior in business relationships [32]. This facili-
tates a cost-benefit analysis of the control mechanisms, which in account-
ing control often also involves a risk assessment (e.g. [24, 27]). Second,
control mechanisms are themselves services, with an additional price tag.
That raises questions like: who is going to pay for a control mechanism,
who is going to execute it, and how will it affect the business models of
the parties involved? These questions are not particularly relevant from an
internal control perspective, but in a business network controls may affect
the profitability of participants, or may even lead to new business opportu-
nities. Third, some control documents have inherent value aspects, and can
for example be traded and resold (e.g. Bill of Lading, [5]).
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2.1 Business Modeling

There are several methodologies that address the design issues of busi-
ness models of network organizations, for example, BMO [22], value webs
[28], and &’-value [9, 11]. Of these methodologies, e’-value is the only one
that has a formal semantics, and that has a specific focus on business value
transactions between enterprises. The method is ontologically and formally
well founded, and is supported by graphical modeling tools (see
www.e3value.com). In this paper, we therefore apply the e’-value ontology
for the description of ideal models [9, 11]. Sub-ideal models are expressed
using e’-control, a modification of the e’-value ontology, which can be
used to describe sub-ideal business models [15].

2.1.1 Ideal value models

An e*-value model is a conceptual model (cf. the e’-value ontology) of
value transfers between enterprises in a smart business network. An
&’-value model incorporates concepts to represent the parties in a value
constellation that transfer objects of economic value with other parties [9,
11]. The e’-value constructs are supported by a graphical notation. Figure
1(a) shows an example of a buyer who obtains goods from a seller and of-
fers a payment in return. According to the law, the seller is obliged to pay
value-added tax (VAT). This can be conceptualized by the following e’-
value constructs (in bold). Actors, such as the buyer, seller, and the tax of-
fice are economically independent entities. Actors transfer value objects
(payment, goods, VAT) by means of value transfers. For each value ob-
ject, some actor should be willing to pay, which is shown by a value inter-
face. A value interface models the principle of economic reciprocity: ac-
tors are only willing to transfer a value object, in return for some other
value object. In this case that means that only if you pay, can you obtain
the goods and vice versa. A value interface consists of value ports, which
represent that value objects are offered to and requested from the actor’s
environment. Actors may have a consumer need, which, following a path
of dependencies will result in the transfer of value objects. Transfers may
be dependent on other transfers, or lead to a boundary element. In addi-
tion, the e’-value methodology allows to assign monetary values to the
value flows and to calculate profitability of actors in the business net-
works.
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Figure 1 Example of an &’-value model of a purchase with tax payment; (a) —
ideal model, (b) — sub-ideal model

2.1.2 Sub-ideal value models

In &’-value it is assumed that actors behave in an ideal way, meaning
that all value transfers occur as prescribed. This implies, among other
things, that actors respect the principle of economic reciprocity. But in
practice, actors may not behave as represented in an e’-value model: they
can commit fraud or make unintentional errors. In e’-control, these situa-
tions are modeled by sub-ideal value transfers [15]. These are graphically
represented by a dashed arrow, and can indicate different risks: e.g. actors
will not pay for the goods, not obtain the goods, or obtain the wrong
goods. For example, Figure 1(b) models a situation when the seller does
not pay VAT tax. P is a liability token, assigned to the actor who is re-
sponsible for the sub-ideal value transfer. In this case that is the Seller.

2.1.3 Process models

The administrative control mechanisms that we derived from the litera-
ture, described in section 2.2, are mainly applied to business processes,
not to a business model . For example, delivery is verified before payment.
The temporal order in which activities take place, forms a crucial part of
the control mechanism. So in addition to business models we also need
process models to capture control aspects. To represent the process aspects
of control problems and their solutions, we need a graphical notation. For
this purpose we use UML-activity diagrams [25]
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2.2 Control theory

To identify the problems and controls in an organization, the internal
control literature relies on a rigorous analysis of internal business proc-
esses. A general assumption is that every activity in a process is a potential
source of control problems. Control problems are typically identified by an
analysis of risk indicators and threats discovered in an audit process. A
control mechanism 1is thus a procedural guideline on how to organize busi-
ness processes in order to prevent, detect or reduce the risks posed by a
control problem. This general framework is also relevant for inter-
organizational controls [15].

Internal control theory is applicable to the design of inter-organizational
controls only to some extend [5]. The methods for internal control solve
control problems by internal organizational measures. By contrast, in inter-
organizational settings, the control problems resulting from partners in a
network [5], are mostly dealt with by contract arrangements Therefore, it is
difficult to directly apply internal control guidelines for designing inter-
organizational processes.

In search for a more formal theory of internal or inter-organizational
controls, we studied the work of Bons et al. [S] and Chen&Lee [6]. Based
on a review of internal control literature, they present a set of auditing
principles (Table 1), which were developed to be implemented in a deci-
sion support system, which would detect risks, by analyzing a process and
checking whether the auditing principles apply.

The auditing principles in Table 1 focus on control mechanisms, related
to independent checks of performance, i.e. an audit (see also [24]). A veri-
fication activity (or control activity) audits the result of some operational
activity with respect to legitimacy, quality or quantity [6]. The outcome of
the operational activity is represented by a fo-be-verified document. A sup-
porting document is needed to make a decision about the correctness of the
operational activity. For example, to verify whether the delivered goods
were ordered, we can use the purchase order as a supporting document.

The auditing principles are clustered as follows. Principles I and II are
about the order of activities. In this case, the verification has to occur after
the operational activity. Principles III - VI put additional requirements on
the supporting documents. For example, principle VI requires direct trans-
fer of supporting documents: no intermediate parties should handle a
document, when it is being transferred. This is crucial to avoid possible
tampering, because a very high percentage of fraud cases involve the al-
teration of otherwise valid documents. Principles VII - X are concerned
with task assignment, and ensure segregation of duties.
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Principles of precedence order of activities

Whenever an operational activity exists, a corresponding verification
activity should also exist.

II

Whenever an operational activity and its corresponding verification ac-
tivity exist, the verification activity should follow the operating activ-

ity.

Principles of relation between information and activities

I

When a verification activity exists, it must be furnished with support-
ing documents.

v

The supporting document should be the result of a previous verifica-
tion activity

Supporting documents should be generated by a source independent of
the source which generates the document to be verified.

VI

If a control activity uses a supporting document, the supporting docu-
ment should be transferred directly from the verification activity that
produced it.

Principles of organizational structure (segregation of duty)

Vil

A verification activity and the operational activity it intends to control
should be segregated into two different positions.

VIII

A verification activity and the operating activity it intends to control
should be delegated to two different agents.

IX

The position responsible for a verification activity must not be lower in
the formal power hierarchy than the position of the operational activity
to be controlled.

The agent responsible for a verification activity should be socially de-
tached from the agent responsible for the operational activity to be con-
trolled

Table 1 Audit principles of Chen [6], adapted for readability and coherence of ter-
minology

In this research we focus on inter-organizational transactions in a business
network . Since the principles in Table 1 are developed for internal control,
not all the principles are relevant. Namely, principles VII and VIII distin-
guish between positions and agents. The term ’position’ refers to a set of
activities that are the responsibility of a single agent in an organization.
But at the network level, we only distinguish agents (or actors) [5]. Princi-
ple IX is not relevant, because at this stage of the research, we do not de-
fine hierarchical relations between organizations in a business network, as
found for example in the supply chain of Cisco Systems
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2.2.1 Control mechanisms and control principles

We distinguish between control mechanisms and control principles. Lit-
erature on expert systems for internal control shows that in identifying
controls, experts apply deductive reasoning from basic control principles
to more specific control measures (see e.g. [18]). For example, a control
mechanism against stealing inventory is based on several principles: 1) pe-
riodic checks of inventory have to be executed 2) people checking the in-
ventory must not be responsible for registering and accessing the inven-
tory, 3) inventory has to be checked after changes in inventory have taken
place. As one can see, normally, one principle is not enough to implement
a control against one control problem.

Control principles define basic rules or norms that prescribe how a
process should take place. According to Chen [6], there are 3 groups of
principles (see section 2.3.1), namely (1) principles on the order of activi-
ties, (2) principles on the relation between information and activities and
(3) principles of organizational structure. A control mechanism is a solu-
tion for some control problem, and can be represented as a combination of
principles applied for a specific control problem.

The auditing principles in Table 1 cover only one type of control
mechanism, related to auditing. Internal control theory knows other kinds
of controls, which are not addressed. For example, controls related to
proper authorization of transactions [24] are not covered by the auditing
principles.

In this paper, the control patterns presented in section 4 extend [6] by
providing a structured approach to model a wider set of control mecha-
nisms. In addition, our pattern approach differs from work of [5, 6], be-
cause we aim for a methodology to design new control mechanisms, in-
stead of checking the correctness or trustworthiness of existing control
mechanisms.

3. Control patterns

3.1 Definition of a control pattern

A pattern is a description of a general and accepted solution for some
recurring problem. Traditionally, a pattern has the following structure [8]:
name, context, problem, solutions. As was said in section 2.2, for the de-
sign of control mechanisms we also need a problem-solution structure.
Therefore, we expect that that a patterns approach would provide useful
way to structure knowledge about controls.
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Adapted for the domain of control, we define a control pattern as fol-
lows:

A control pattern is a description of a generic and re-usable control

mechanism for a recurring control problem, selected on the basis of as-

pects of the context of application. The structure of a control pattern (pat-
tern template) is the following:

1. name: a descriptive name of the pattern, used to select patterns from a
pattern library.

2. context: a description of the business network to be controlled, mod-
eled from an ideal perspective, meaning that no one behaves opportu-
nistically. The context is represented by a value model (see section
2.1.1), and if needed, extended by a process model.

3. problem: a statement of one or more control problems, illustrated by
scenarios that demonstrate a risk for opportunistic behavior. A control
problem exists if there is some deviation of the prescribed transfers of
economic value. Therefore, we model the problem by a sub-ideal value
model (see section 2.1.2), using sub-ideal value transfers and liability
tokens. Again, if needed, we also use a process model.

4. solution: a control mechanism, to detect, prevent or correct a control
problem. The solution is described by process models and value mod-
els, and motivated by control principles (see below). A solution may
have different variations, along with forces, which are conditions to
select these variations. Since most of the control principles are of a
procedural nature, the solution is modeled first in a process model, and
then translated to a value model.

5. related patterns: description of the relations of the current pattern
with other patterns in the library.

6. control principles: a set of control principles which express general
constraints on the way a process must be performed. The principles
fall into three groups, described in section 2.2.1.

3.2 Control patterns library

In this section we present a library of general control patterns. To extract

the patterns, we used the so called "PattCaR method’ from the patterns lit-

erature [26]. In short, the followings steps were followed:

= Step 1: Based on a literature review, we identified a preliminary set of
control patterns. This literature review was based on text books in the
field of internal accounting and control (among others [2, 13, 24, 27]).
The list of patterns is shown in Table 2.

= Step 2: For each identified pattern we collected a number of examples
both from the literature as well as from case studies. The case studies

10 Towards Control Patterns for Smart Business Networks



were performed in different sectors, such as internet radio [14], renew-
able energy [15], international trade [17], and health care [16].

Step 3: The examples were modeled using activity diagrams, and value
models, and described in terms of the control principles (see Table 1).
Step 4: A commonality-variability analysis [26] was performed to
compare examples of each potential pattern. As a result we identified
common concepts in the examples, such as activities, objects and con-
trol principles. This served as an input for encoding the patterns in pat-
tern templates. See sections 3.3, 3.4 for two examples. The commonal-
ity-variability analysis also produced the pattern Verification (see
Table 2), which was not identified as a pattern in Step 1.

Step 5: Validation. We validate the patterns by identifying them in case

studies, one of which is presented in this paper.

Pattern Risk of primary actor Control by primary actor
commitment counter actor may deny to | require confirmation of
confirmation have made a commitment | commitment from counter
to primary actor actor, before executing pri-
mary activity
commitment counter actor does not before making a commit-
authorization | comply with norms of ment, require authorization

primary actor (e.g. sells
goods of wrong quality,
at inflated prices)

from an actor who verifies
if counter actor complies
with norms

pre-execution

counter actor may not
execute counter activity
according to contractual
agreement

require  verification  of
counter activity before exe-
cuting primary activity

execution con-

counter actor may claim

require  confirmation of

firmation that primary activity was | primary activity execution
not executed from counter actor

post- counter actor may exe- require verification of

verification cute counter activity in counter activity after execu-
the wrong way tion of counter activity

verification a verification activity in- | verify correctness and com-

troduced by another pat-
tern, lacks evidence and
standards

pleteness of the results of an
activity, against given stan-
dards

Table 2 Library of Control patterns
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Vocabulary

Table 2 uses a specific vocabulary to describe the patterns. Identifica-
tion of a common vocabulary is also a part of the PattCaR method [26]. In
an inter-organizational setting [5] and also in the patterns, risks are as-
sessed from the point of view of one actor called primary actor. Primary
actor must decide about control mechanisms against sub-ideal behavior
from another actor, called counter actor. From a value perspective, the pri-
mary actor transfers a primary value object (PO) to the counter actor. The
counter actor transfers a counter value object (CO) to the primary actor.
From a process perspective, the primary actor performs a primary activity,
and the counter actor executes a counter activity, producing these transfers.

Any actor in a network can be both primary actor or counter actor. For
example, both a buyer and a seller can be seen as the primary actor, when
they consider the risks of a transaction with a party, whom they do not
trust. As such, we consider a smart business network as a number of binary
value transactions between actors. So we assume that all multi-party trans-
actions can be decomposed as a combination of bi-party transactions.

The set of patterns in Table 2 covers the transaction cycle, which de-
scribe the four phases in which a transaction is concluded [31], see also [5,
p. 30], namely (1) preparation or selection phase, (2) negotiation phase,
(3) performance or execution phase, and (4) the evaluation or acceptance
phase. These phases can be related to the patterns in the following way.
The preparation and negotiation phases are dealt with by the patterns
Commitment Confirmation, and Commitment Authorization. The pattern
Pre-execution deals with the execution phase. The Execution Confirmation
and Post-verification pattern cover the acceptance phase. Verification can
occur as part of any phase.

Patterns can make use of other patterns. In this way, the execution of
two different activities can be linked. In particular, the Pre-execution pat-
tern states that the primary activity will only be executed, after a satisfac-
tory outcome of a Verification of the counter activity. Verification is also
applied as part of the Post-Verification pattern. The Verification pattern
specifies additional constraints on the context and on the documents
needed in any verification activity. Because these constraints are generic,
we did not want to repeat them for the individual patterns. In the dia-
grams, this is indicated by the notation <Verify>, to illustrate that this ac-
tivity is effectively a variable which needs to be supplied with more spe-
cific activities. We will now explain two patterns in detail, namely Post
Verification and Verification, because these are applied in the case study.
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3.3 Pattern “Post Verification”

Name: Post verification

Context: The primary actor and counter actor transfer value objects, called
primary object (PO) and counter object (CO). The primary actor does not
trust the counter actor about execution of CO

Problem: The counter actor, if not controlled, may deliver wrong quality,
wrong quantity or wrong type of counter object (CO).

Solution: The primary actor must ensure that a verification activity is exe-
cuted, after the counter activity has been executed. The verification activ-
ity controls the result of the counter activity.

Force a: The primary actor is able to verify counter activity

Variation a: Add a <Verify> activity, executed by the primary actor

Force b: The primary actor is not able to verify counter activity

Variation b: The <Verify> activity is delegated to a trusted third party
(TTP), who transfers an evidence document with the result of the verifica-
tion activity to the primary actor.

Related patterns: This pattern uses the pattern “Verification”, which puts
further constraints on the <Verify> activity, and the required evidence and
documents.

Control Principles:

Principles of order of activities

1. Whenever a counter activity exists, a verification activity <Verify> must
also exist. <Verify> has to be specified with pattern Verification.

2. The <Verify> activity must be performed after the counter activity
Principles of relations between information and activities

3. Variation b: the TTP has to send the primary actor an evidence docu-
ment with the results of the verification.

4. Variation b: The evidence document must be transferred directly

to the primary actor

Principles of organizational structure

5. The <Verify> activity must be assigned to an actor who is independent
and socially detached from the counter actor.

Table 3 Pattern “Post-Verification”

This pattern deals with the risk, mentioned in section 2.2, that the counter
actor may not deliver, or deliver the wrong quality, quantity or type of
counter object (CO). For example, a buyer runs the risk of having to accept
goods or services that were not ordered, to accept damaged goods, or to
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pay for a wrong amount of goods or services. The suggested control
mechanism is to verify afterwards the correctness of the goods and verify
the amount on the invoice with what was agreed, and with what was actu-
ally delivered [24, 13]. We assume that any activity of a primary actor,can
be delegated to a trusted third party (TTP). In this pattern, we specifically
model the delegation of the <verify> activity to a TTP, since it introduces
a new control document, and because it illustrates that the introduction of
controls can change the value model.

The control principles listed in Table 3, are based on the audit principles
of Chen [6] (see section 2.2), and also on work of Bons et.al. [5]. Princi-
ples 1 and 2 are based on Chen’s Principle I and II respectively. Principle 3
is motivated by the following delegation principle from Bons et al [5]: “If
Role 1 cannot witness the performance of a counter-activity by some Role
2, then another Role 3 should testify the completion of Role 2’s activity, if
the party playing Role 2 is not trusted by the party playing Role 1” . Prin-
ciple 4 is based on Chen’s Principle VI (direct transfer). Finally, principle
5 is based on Principle VIII and X (segregation of duties).

Figure 2 contains a graphical version of the Post Verification pattern. In
Figure 2, the reciprocal value transfer of the two value objects PO and CO
in the value model on the left corresponds to the execution of a primary ac-
tivity and a counter activity, performed by the actor with the outgoing
value port. The order in which these activities occur is not specified. This
is indicated by the UML notation for parallel execution (thick horizontal
bar), which is often given a so called interleaving semantics. Also notice
the changed value model in solution b. in which the verification activity is
delegated.

Value perspective Process perspective

Actor

Context Primary Counter
Actor

Primary
Chject

Primary - { Counter

Actor ] Actor
Counter P
Object

Problem Primary Primary ‘ Counter
Primary (L0 6) Counter Actor Actor
Acter oo Y Actor
Object

ub-ideal
Counter
Activity
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Confirmation
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Figure 2: Post Verification pattern

3.4 Pattern “Verification”

This pattern deals with additional constraints on the evidence and support-
ing documents needed in a verification activity. The motivation of the
control principles in Table 4, is again based on work by Bons [5] and Chen
[6]. The additional verification <New Verify> and resulting supporting
documents of principle 2 and 3, are based on Chen’s Principle III and IV.
Principle 4 and 5 about the input of reconciliation, are loosely based on
Chen’s principle III. Like before, principle 6 is based on Chen’s principle
VI (direct transfer), and principle 7 is based on Chen’s principles VIII and
X (segregation of duties).

The Internet Radio case [14] provides an interesting example of a com-
bination of the patterns Post verification and Verification. Three parties are
involved: a listener, a rights society and a radio station. The listener pro-
vides data to the rights society about the music downloaded by him. These
data are used as a supporting document for the rights society, to check how
many music rights were exploited by the radio station. This in turn deter-
mines the fee to be paid by the radio station to the rights society. A transfer
of evidence documents in the health care sector [16] can also be captured
by these two patterns.
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Name: verification

Context: The counter actor transfers a value object PO and CO. The
<Verify> activity of the counter activity is executed by the primary ac-
tor, or has been delegated to a trusted third party (TTP).

Problem: The <Verify> activity is lacking the evidence and/or docu-
ments on which to base its assessment.

Force a: The primary actor has direct access to the outcome of the exe-
cution of the counter activity, and has certain standards that prescribe
what the outcome of the counter activity should be.

Solution a: The <Verify> activity is instantiated with a witnessing ac-
tivity, which involves an observation of the outcome of the counter ac-
tivity and a comparison with the standard.

Force b: The primary actor is not able to witness the execution of the
counter activity, or does not have standards for comparison.

Solution b: The <Verify> activity is instantiated with a reconciliation of
the outcome of the counter activity, i.e. the documents to be verified,
with some other supporting documents, which provide a standard or
norm about what the outcome should be. Since primary actor has no ac-
cess to counter activity, the supporting documents must be provided by
some trustworthy actor TTP

Related patterns: This pattern is used by the patterns "Post Verifica-
tion’ and ‘Pre-Execution’. This pattern uses the pattern Verification
again, to further specify details on the <New Verify> activity that sup-
plies the supporting documents.

Control Principles:

Solution a: Substitute <Verify> with activity Witness.

Solution b:

Principles of order of activities

1. Substitute <Verify> with activity Reconcile

2. Add <New Verify> activity, before Reconcile and after the Counter
Activity. <New Verify> has to be instantiated according to Verification.
Principles of relations between information and activities

3. Add supporting documents as an outcome of the <New Verify>

4. Add to-be-verified document as an outcome of Counter Activity

5. Reconcile has the to-be-verified document and the supporting docu-
ments as incoming objects

6. The supporting document has to be sent directly to Reconcile
Principles of organizational structure

7. <New Verify> and Reconcile have to be performed by a party so-
cially detached from the counter actor.

Table 4 Pattern “Verification”
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Figure 3 provides a graphical representation of the pattern. Remember
that all activities of the primary actor, including verification, can also be
delegated to a TTP (solution b)

Value perspective Process perspective
Context Primary Actor Counter
Primary Actor
Primary ! Object Counter
Actor [ Actor 5
Counter
Doject m
<Verify>
Problem Primary Primary Actor $ Counter Actor
Primary ,&,. Counter
Actor T Counter ) Actor
=5 @
Sub-ideal
<Verify>
Solution a 3
Witness Primary
Primary 2 b r Counter
Actor [T J Actor
Counter
Object
Solution b Primary Actor t TTP Counter Actor
Recon-
ciliation Counter
Activity
-
(R - To-be-verified
econcile
Doc

Figure 3: Verification pattern
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4. Case Study: Beer Living Lab

In this section we evaluate the adequacy and effectiveness of our library of
control patterns through a case study: the Beer Living Lab. The study fo-
cuses on the redesign of customs procedures for collecting excise duties.

4.1 Research Method

The use of the control patterns was studied in collaboration with domain
experts. We talked to domain experts from the Dutch Customs and Tax
Administration, and also to experts from a large beer producer in the Neth-
erlands. Hence, the Beer Living Lab can be categorized as an observational
case study [12].

The study was designed as follows. First, an initial analysis of the case
was made, on the basis of interviews with domain experts and existing
documents. In this initial phase, we identified the various actors involved,
and the objects of value they transfer, and we made a partial analysis of the
business processes regarding excise duties. Second, we identified control
problems in the initial case description, and we applied the corresponding
solution .This produced a normative specification of controls, which con-
tains a process model of the control mechanisms that ought to be imple-
mented. Forth, this normative specification was compared with a number
of real life scenarios, provided by the domain experts.

This comparison was meant to validate our interpretation of the case and
our application of the control patterns. Moreover, as part of the redesign
effort of customs procedures, we wanted to find out whether the real life
procedures needed to be redesigned. Note in this respect, that control pat-
terns are prescriptive: they do not (only) describe facts, but rather pre-
scribe how control mechanisms ought to be designed. So there are two
possible ways in which a real life scenario can deviate from a normative
specification: either (1) the specification is based on a wrong or incomplete
interpretation of the relevant facts, or (2) reality does not conform to the
norm, which means that we can identify some remaining control problems.

So we execute three steps, as in [15]. First, we model the case using
ideal value and process models. Second, we identify the control problem,
by modeling a sub-ideal value model. Third, we model a control mecha-
nism. For this, we match the control problem with problems in the pattern
library in Table 2 and select a pattern, which deals with this problem. Then
we apply the solution of the pattern to our ideal model.
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4.2 Case Description

When goods like beer and cigarettes, called excise goods, are sold, the
seller needs to pay a special tax called excise. The general principle is that
excise only has to be paid in the country in which the excise good is sold
and consumed. Hence, if a beer producer in the Netherlands, say BeerCo
NL, is exporting beer, possibly via the business unit BeerCo UK, to a re-
tailer in the UK who sells the beer to English consumers, excise has to be
paid by the English retailer to Customs UK'. In this case, the beer producer
in the Netherlands can export excise-free. Clearly, this is only acceptable
for the Dutch Customs and Tax Administration, if the beer producer in the
Netherlands can prove that the goods were indeed shipped abroad. The
procedures currently revolve around the transfer of paper documents. The
core document for this excise-free export procedure is the Administrative
Accompanying Document (AAD). This document is signed by a so-called
excise warehouse (EW) in the UK. Customs UK subsequently signs the
AAD, to confirm that the goods did indeed arrive in the UK. Finally, the
AAD is returned to the Dutch beer producer as evidence that the goods
have arrived in the UK and will be presented to Dutch Customs and Tax
upon request. In this paper we specifically look at the control problems of
the AAD procedure. We analyze the AAD procedure and indicate how the
procedure can be replaced by smart technology.

4.3 Ideal value model

When BeerCo NL exports beer to the UK, no excise is due in the Nether-
lands. When BeerCo NL can prove delivery outside the Netherlands, it is
exempted from excise duties and is considered compliant with the law (see
transfer between BeerCo and Customs NL in Figure 4). BeerCo UK sells
the beer to a Retailer with EW: a retailer licensed for excise handling. The
retailer with EW sells the beer to UK supermarkets, for a price that covers
the excise, and pays excise to Customs UK. Figure 5 shows a process
model that corresponds with the business model in Figure 4.

! Note that in some countries excise is considered a tax issue, while in other countries it is considered a
customs matter; we therefore refer to Tax and Customs organizations interchangeably.
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Figure 5 Corresponding (partial) process model for beer export from The Nether-

lands to the UK
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Figure 6 Sub-ideal value model for beer export from The Netherlands to the UK

4.4 Sub-ideal value model

The main control problem of the AAD procedure, is that BeerCo NL can
declare that beer, which is in fact sold in the Netherlands, is excise free.
This problem is modeled in Figure 6. BeerCo NL delivers beer to consum-
ers in the Netherlands, for which it does have to pay excise duties to Cus-
toms NL. However, BeerCo NL behaves opportunistically: the OR-fork
(triangle) at the BeerCo NL models that BeerCo NL has a choice to pay
excises for the beer sold in NL (Excise NL), or to declare it as imported
(incorrect ED) and still get an excise exemption (LC NL)

4.5 Normative Specification

Now we match the control problem to one of the patterns. Customs NL is
primary actor and BeerCo NL is counter actor. The counter activity is
Cross Border, and the primary activity is Grant legal compliance. Note that
Cross border is taken as the counter activity, not Excise Declaration, since
Cross border indicates whether the goods can be exempted from excise.
The corresponding control problem is described in the patterns Pre-
execution and Post-verification. Other patterns deal with different prob-
lems (see Table 2). Post-verification requires verification of every declara-
tion of excise free beer. The initial model in Figure 5 does not have such a
verification and legal compliance is granted by Customs NL for every dec-
laration of excise. Pre-execution requires Customs NL to execute “Grant
legal compliance” after the excise declaration. The latter is already the
case in this process, so we apply pattern Post-verification.
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Figure 7 A normative specifications with controls

Application of pattern Post-verification.

Pattern Post-verification has two variations. Variation a is applied when
the primary actor has direct access to the results of the counter activity. In
our case, Customs NL have direct access to the excise declaration, so we
apply Variation a. According to the control principles in Table 3, the fol-
lowing steps are executed:

1. Add activity Verify Excise. The Verify Excise activity must verify if the
beer declared by BeerCo NL to be excise free, was indeed exported. This
activity is executed by Customs NL.

2. Put activity Verify Excise after activity Cross Border.

3. Verify excise is assigned to Customs NL

Application of pattern Verification.

Now activity Verify Excise has to be further specified by pattern Verifica-
tion. Pattern Verification has two variations. Variation a is applied when
the primary actor can witness the performance of the counter activity, and
has certain standards that prescribe what the outcome of the counter activ-
ity should be. Otherwise, variation b is applied. The most elegant solution
would be variation a, in which the verification is carried out by Customs
NL. But since officially there are no borders between EU member states,

22 Towards Control Patterns for Smart Business Networks



Customs NL cannot physically witness the export of goods. So, we choose
variation b, where Customs NL must rely on documentary evidence con-
firming export from some other party. According to the control principles
in Table 4, the following steps are executed:

1. Verify Excise becomes a Reconcile activity (variation b).

2. Add a <New Verify> activity, before Verify Excise and after Cross Bor-
der. It becomes a witnessing activity (variation a), called Witness Export,
by another application of the Verification pattern (Table 6). This Witness
Export activity is delegated to a TTP, a hypothetical party who must have
direct access to the delivery.

3. Add Supporting Doc, a document that contains evidence of the outcome
of Witness Export.

4. The to-be-verified document is already included in our model. This is
the Excise Declaration.

5. Excise Declaration and Supporting Doc are incoming objects to the ac-
tivity Verify Excise.

6. Supporting Doc is sent directly to Verify Excise

7. Verify Excise is performed by Customs NL, which is indeed socially de-
tached from BeerCo NL. Witness Export is performed by a hypothetical
actor TTP, who must have direct access to the delivery (see above) and
must be socially detached from BeerCo NL.

Figure 7 shows the result of applying the patterns to the original model
in Figure 5. This is called the normative specification. The activities in
dark are the new elements added to the model by the patterns?. Many ac-
tors can fill the role of TTP, and supply the supporting documents. Thus,
the process model in Figure 7 acts as a kind of requirements specification
that can be instantiated in different ways, by specifying which actor per-
forms the TTP’s activities.

4.6 Real-world scenarios

In this section we examine current and future export practices, and com-
pare them to the normative specification of controls. First, we analyze the
current AAD procedure, modeled in Figure 8. In this process the role of
the TTP is performed by a Retailer with EW. In fact, Customs NL dele-
gates the witnessing of export to Customs UK, and Customs UK further
delegates it to a Retailer with EW. Another difference between the norma-
tive specification (Figure 7) and the current practice (Figure 8) is that in
reality the AAD is not transferred directly to Customs NL. The AAD is

2 Note that for brevity Figure 7 only contains those parts of the model in Figure 7
that are related to the control mechanism. The light-grey part of Figure 5 is not
included.
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transferred first to a carrier, then to BeerCo NL, and finally to Customs
NL. This indirect transfer violates control principle 6, which says that the
supporting document AAD should be transferred directly to Customs NL,
to prevent manipulations of the AAD. Only if a supporting document can-
not be forged, which is not the case here, an indirect transfer is acceptable.
According to the domain experts, this diversion from the normative speci-
fication indicates a real and existing control problem.

Figure 8 “As-is” model with AAD Customs NL
The verification of Excise Declarations does not take place on a 100% ba-
sis, which is a control weakness. The normative specification suggests that
control should take place every time the declaration is submitted.

Interesting is the role of Retailer with EW. In fact, not every retailer can
perform a role of TTP, only a retailer certified by customs UK for an Ex-
cise Warehouse. This certification is also a control mechanism, covered by
the pattern Commitment Authorization (see Table 2). For lack of space we
do not consider that in this paper.

We have also performed an analysis of other realHieisecnarios, includ-
ing export to the USA, where export procedures afpediffesgifrom those in
the EU, and export using the EMCS system. The EMCS system is cur-
rently being developed as an EU-wide information system for excise

AAD

[no
check]
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check]
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movement control. For a large part, these scenarios also proved to be in-
stantiations of our normative specification, but just like in the AAD case,
we were able to identify risks, by comparing these scenarios to the norma-
tive specification, and validating our findings with domain experts.

Customs NL BeerCo NL Carrier TREC service
provider

Ship _/Cross\ Witness

Beer W export
Receive TREC
Message Message

|
V
TREC Excise Declare
message Declaration excise

Figure 9 Export of beer using a TREC device

The control problem with the AAD that is vulnerable to tampering can
be solved by means of advanced technology, in particular, by the TREC
device (Tamper-Resistant Embedded Controller®) that is currently under
development. TREC is a sensor device that can detect whether a container
is opened by an authorized or non-authorized person, and send a message
(e.g. to Customs NL or BeerCo NL) in case of non-authorized opening. It
is intended to reduce fraud and increase security. By monitoring a con-
tainer’s position coordinates, a message can be automatically sent to Cus-
toms NL when the container actually leaves the Netherlands. TREC de-

3Further information on TREC is available at
http://domino.research.ibm.com/odis/odis.nsf/pages/board.06.html
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vices could therefore replace the AAD’s functionality to provide evidence
of export. Because the TREC technology is still under development, we
propose a possible implementation of this scenario (Figure 9). Figure 9 is
another instantiation of the normative specification. The TREC device per-
forms the “Witness export” activity. In our terminology, the TREC device
performs the role of TTP. This scenario is an improvement, because the
TREC device can send an electronic message directly to Customs NL, at
the exact moment when the container actually crosses the border. By con-
trast, the AAD would typically only return to BeerCo NL after three
months.

A pre-requisite for this scenario is that the party operating the TREC
device is independent and socially detached from BeerCo NL on the com-
pany level and on the employee level (see control principle 7 of pattern
verification). This refers to the risk that an employee can send a message
about crossing the border while the border was not crossed. Therefore, a
TREC device must send a message without human intervention.

5.7 Lessons Learned

Regarding the redesign of customs procedures for excise duties, we can
conclude that the current EU practice is vulnerable. The AAD, which
should prove that goods have indeed left the country, is transferred along
the supply chain, and can therefore be tampered with. This control problem
can be mitigated in several ways. One of these involves a technical device,
the TREC, and a new actor, the TREC service provider. The export proce-
dure that involves TREC is currently being designed as an instantiation of
the normative specification generated by the control patterns.

Regarding the use of the control patterns, we can make some initial ob-
servations about adequacy, and effectiveness. There is a general trade off
between adequacy and generality. Patterns must be formulated in such a
way, that they can be generalized to different contexts, but if you general-
ize too much, patterns may become inadequate, because they are no longer
relevant. We believe that the case study shows that the control patterns in
our library are not too general: they helped to reveal real control problems,
and a possible solution. The case study shows that the patterns can be ap-
plied effectively in a complex domain. The patterns have proved effective,
in summarizing existing principles and ideas in a concise format. In par-
ticular the value models proved to be useful when communicating with ex-
perts. They provide a means to achieve a common understanding of prob-
lems, without getting into the details.
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5. Conclusions

In order to be sustainable, smart business networks need mechanisms for
governance and control. However, existing approaches for the analysis and
design of business models do not address the risk of fraud or network par-
ticipants who fail to live up to their commitments. Such opportunistic be-
havior can be detected and prevented by incorporating explicit control
mechanisms in the inter-organizational business processes that regulate
transactions in the network. In this paper we contribute to governance and
control issues in smart business networks.

We suggest control patterns, which structure existing domain knowl-
edge about inter-organizational controls. The primary intent of a pattern is
to provide a useful abstraction of an existing solution to a recurring prob-
lem, for the sake of reuse.

From a theoretical perspective, the control patterns are innovative in
several ways. First, the library of control patterns structures existing
knowledge to make it transferable to the inter-organizational domain. To
elicit patterns, we use literature on formal models of control principles [5,
6]. Our contribution differs from this literature, because we aim for a
methodology to design new control mechanisms, instead of checking the
correctness or trustworthiness of existing control procedures. In addition,
we use literature on internal controls in accounting [24, 27]. Compared to
this literature, patterns (1) provide a structured way of designing controls,
using conceptual modeling techniques well-known in software engineering
and (2) put controls into inter-organizational setting. Finally, one of the
objectives of our design approach is to enable evaluation of the impact of
control mechanisms on the business models that underlie smart business
networks. This is innovative compared to the field of internal control,
where, conventionally, only process models are looked at to design con-
trols, and no conceptual modeling tools are used to perform a cost-benefit
analysis. For this purpose we use the e’-value methodology, which enables
application of scenario techniques to evaluate and compare different con-
trol mechanisms from a value perspective.

We demonstrate how to put theory into practice by a large scale case
study about the redesign of customs procedures regarding excise duties:
the Beer Living Lab. By applying control patterns we created a normative
specification, revealing that current EU practice is vulnerable to fraud with
excise payments. Furthermore, the normative specification is used in a pro-
ject in which businesses and governments participate to design new cus-
toms procedures, enabled by advanced sensor technology. The new export
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procedure is being designed according to the control patterns. An expert
panel consisting of representatives of the participating organizations con-
firmed that the normative specification, which is based on application of
the control patterns, does manage to mitigate control problems in the busi-
ness network.

One of our scenarios introduces a new actor to the business network: the
TREC service provider. That means that the initial business model of the
business network has to be changed, and that the financial feasibility of the
new business model must be closely examined. This analysis is enabled by
e’-value, a business modeling methodology, our patterns approach is based
on. These issues will be discussed in a separate paper.

The resulting business network comprising of trading partners, customs
administrations and technology providers, is smart in two ways. First, it
uses advanced technologies to replace manual and paper-based procedures,
resulting in up to 100% control compared to typically 2%-5% control in
the current situation. Second, to achieve this, network partners rely on 3"
party commercial services instead of implementing control by themselves.
This is not new for businesses, but it is a more novel idea (and practice) for
governments.
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