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ABSTRACT: In this paper we introduce a design methodology for business models from
two perspectives: the value web perspective and the trust perspective. The value web
perspective models the creation, distribution, and consumption of goods or services of
economic value in a network of multiple enterprises and end-consumers. The goal of the
methodology is to create a shared understanding of a business model for all actors
involved, and to assess the potential profitability. The trust perspective describes how
value webs can be expanded with trustworthy control procedures thus enhancing
confidence of actors in each other to enable trading. We present a fir.;:t outline of a formal

theory to design trustworthy control procedures in the setting of the e value methodology.
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Introduction

e-Business development becomes more and more a trans-disciplinary design
problem. One of the very first design issues concerns the business model. Various
definitions of the notion of ‘business model’ exist (see [22] for a survey). Most
definitions agree that a business model presents a way of doing business and does
so from different perspectives. Typically, various stakeholders are involved in
developing a business model; e.g. business analysts, marketing and sales experts,
IT developers, management and even the board members (CxOs) of various
enterprises. These different stakeholders face the same design problem, how to
develop a specific business model, from different viewpoints. It is widely
acknowledged that these different viewpoints result, due to misunderstandings
amongst stakeholders, in a lack of shared understanding of the e-business model
to be developed. Moreover, in the case of value webs consisting of various
enterprises, stakeholders often represent different interests. Since enterprises often
do not share a common terminology, e.g. because they operate in different
markets and have other corporate cultures, shared understanding about an e-
business case is even harder to obtain.

One of the contributions of the computer and management sciences is the
conceptual modeling approach for business and information technology
development. Conceptual modeling refers to defining aspects of the physical and
social world with the purpose of improving the understanding of and
communication about these aspects [21]. Modeling an e-business case may
contribute to a better understanding of this and therefore increases the
stakeholder’s confidence in such a case.

Since there are multiple perspectives on an e-business model, it is important to use
multiple-perspective modeling techniques to represent the different stakeholder
viewpoints. A typical problem in conceptual modeling is to express all
perspectives by one single description technique, which leads to unclear and
ambiguous descriptions of a particular e-business case, which does not contribute
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to a shared understanding. In this paper we introduce modeling techniques for two
of such perspectives: the value web perspective and the trust perspective.

The value web perspective models the creation, distribution, and consumption of

economic value in a network of multiple enterprises and end-consumers. Our goal
is two-fold: (1) to create a shared understanding of a business model for all actors
involved, and (2) to assess the potential profitability of a business model. In this

paper, we focus on shared understanding. We use the e3value methodology,
which has been successfully used to model value webs in various industry sectors,
such as the telecom, banking, energy and entertainment industry.

It is widely acknowledged that trust between trade partners in a value web is a key
to the success of a business relation (see e.g. [1, 18, 30, 23 and 4]). In particular,
in e-business relations, where parties often start online business with each other
without having any previous experience with each other, or lack detailed
information about one another, trust building is a complicated aspect of the
relation (see e.g. [20]). For trust modeling in relation to value web modeling the
following observations are important:

(1) Trust services can be considered as viable commercial services themselves
that involve many enterprises (e.g. banks). In other words: trust services
themselves are parts of value webs, which we can consider as secondary
webs, in contrast to the primary webs (e.g. trading goods for money) that
they facilitate. So, part of trust modeling could actually be done by using a

technique such as e3value to specify trust facilitating value webs.

(2) Trust services presuppose specific knowledge, beliefs and acceptance of
obligations by the actors involved. It is important to understand these
notion, to be able to create confidence in the use of trust controls.

(3) Trust services require trust controls, which are often implemented as
inter-organizational business processes and/or codified in information
systems. These controls e.g. monitor the receipt of invoices, and check
their correctness against other documents (e.g. a contract) provided by
other controls. In case of exceptions, appropriate actions can be taken.

This paper focuses on the first two observations: how to model a value web
offering trust services, and how to model assumptions regarding knowledge,
beliefs and obligations related to such trust services. The third observation,
modeling of controls, is a topic of further research. For example, in [27] a first
outline how to model these controls can be found, which is based on applying

techniques from colored Petri nets to e3value.

The remainder of this paper is structured as follows. Section 2 focuses on
modeling value webs while section 3 proposes a way to model trust. In section 4,
we elaborate on relating value web modeling to trust modeling. Finally, section 5
presents future research to be done to connect value web and trust modeling.

Modeling Value Webs in e3value

The e3value methodology [8] has been developed to model a value web consisting
of actors who create, exchange, and consume things of economic value. It has
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been used to model value webs in various industries, e.g. the music, finance,
internet service provisioning, news and energy industry [9]. Moreover, elementary
tool-support is available (see http://www.cs.vu.nl/~gordijn/research.htm), and
advanced tool support is currently developed in the EC-IST funded project Obelix
(see http://obelix.e3value.com). In this section we give an overview of the main

e3value methodology concepts, and subsequently we present a value web for a
specific trust service, namely the Letter of Credit Procedure.

The e3value Methodology: Modeling Constructs

To represent an e-business value model an ontology was developed for e3value
that consists of interrelated core concepts and the Use Case Maps scenario
technique [2]. An advantage of the e’value ontology is that it contains a small set
of concepts and relations. This makes it relatively easy for business consultants,
business analysts, and CxO’s to apply e’value. Moreover, the agility of e-business
projects (the need to rapidly define, explore, and execute a business idea [10])
requires such an approach. For the same reason, e®value is based on an executable
scenario technique. A number of other business oriented ontologies have been
developed [29, 6, 7], but they all contain too many constructs to be useful for
conceptual modeling in practice. For example, Malone’s ontology [17] provides
ontology constructs for “inventing organizations”. This ontology consists of 3400
different activities with 20 levels of specializations and 10 decomposition levels.
Such a complex ontology is hardly suitable for exploring new networked
propositions in practical business situations. One reason for this complexity is that
Malone’s ontology (and many others) focuses on business processes (‘how’)
rather than on value propositions (‘what’). In contrast, by focusing on the value
proposition, the e*-value methodology requires only a small number of
ontological constructs and allows users to abstract away from operational details
of the actual business processes that are used to execute the value proposition.

The e’*value modeling constructs differ from techniques provided by the Unified
Modeling Language (UML) [24] in various respects. The UML has activity
diagrams but these diagrams represent the sequence of an object flow. The e’value
methodology does not model sequences but represents dependencies between
objects of economic value. Dependencies do not assume any time ordering.
Additionally, the UML does not contain the notion of objects of economic value
and consequently does not provide the appropriate terminology for discussing
value webs. Finally, the UML does not have the notion of value interface to model
economic reciprocity. It is not directly possible to model that to obtain something,
one should offer something else in return.

To support understanding of e3value models, they are represented graphically (see
Figs. 1, 3 and 4). Experiences with business users in various research projects

have shown that this is a particular useful feature of e3value. Here we briefly
explain the ontological concepts and the UCM scenario concepts as well as the

profitability assessment. More detailed information about e3value can be found in
(8, 9].
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Figure 1 gives an example of a simple value model, representing that a shopper
receives a good, and pays money in return. The shop obtains goods from a store,
which purchases them from a wholesaler. The wholesaler obtains goods from a
manufacturer. Note that we only model actors exchanging objects of economic
value, and no other interactions between actors such as exchange of control
information about the business processes.

Money Money Money
> | —— >, q
®e-- ; | 'qi-..__-; ' 'j_._..___i/' --D
T g
Good Good Good
Shopper Store ‘Wholesaler Manufacturer

Actor Value | Value | Value Start | Depend.| End
Legend interface| port |[Exchange stimulus| element |stimulus
] > | = | @ | =

Figure 1: An example e3value model

(Note: The Legend is only for explanatory purposes and are not part of the e3value modeling
technique itself)

Fig. 1 consists of the following e3value base constructs:

» Actor. An actor is perceived by its environment as an independent economic
(and often also legal) entity. By performing value activities (see below) an actor
makes profit or increases its utility. In a sound and viable business value model
every actor should be able to make a profit. Actors are represented as rectangles.
Store, Wholesaler, and Manufacturer are examples of actors. Shopper is
visualized as stacked actors, denoting a market segment. In our interpretation of
market segment, actors in a segment attribute equal economic value to objects.

The decision to model an entity as an actor or as a segment is determined by the

modeling and analysis purpose: e.g. in Fig. 1 the motivation can be that we are

interested in analyzing potential profit for a chain of companies in relation to an
end-customer market segment.

Value Object. Actors exchange value objects. A value object can be a service,

right, good or even a consumer experience. The important point is that a value

object represents a value for one or more actors. Value objects are shown as text
next to arrows. Value objects in Fig. 1 are Good and Money.

 Value Port. An actor uses a value port to show to its environment that it wants
to provide or request value objects. The concept of a port is important, because
it enables to abstract away from the internal business processes, and to focus on
how external actors and other components of the e-business value model can be
‘plugged in’. Ports are shown as small black circles.

» Value Interface. Actors have one or more value interfaces. A value interface
consists of individual value ports offering or requesting value objects. It shows
the value object(s) an actor is willing to exchange in return for other value
object(s). Such willingness is expressed by a decision function on the value
interfaces, which shows under what conditions an actor wants to exchange a



value object for another value object. The exchange of value objects is atomic at
the level of the value interface; i.e. either all exchanges occur as specified by the
value interface or none at all. Note that a value interface does not indicate the
temporal ordering of objects to be exchanged on its ports. It only indicates
which value object is available, in return for some another value object. A value
interface is shown by a rounded box, connected to an actor. In Fig. 1, value
interfaces denote that actors offer/request a good and request/offer money in
return.

» Value Exchange. A value exchange is used to connect two value ports with
cach other. A value exchange represents one or more potential trades of value
objects between value ports. As such, it is a prototype for actual trades between
actors. According to the Enterprise Ontology [29] a value exchange would be
called a potential sale. It shows which actors are willing to exchange value
objects with each other. A value exchange is shown by an arrow.

Paths are used to relate an actor’s value interfaces. Whereas value exchanges
show inter-actor dependencies, paths represent intra-actor dependencies. They
show via which value interface(s) an actor must exchange value objects, given the
exchange of objects via another interface of that same actor. The main purpose of
paths is to facilitate the counting of value exchanges in an entire value web, as a
result of a consumer need. This facilitates a profitability analysis on a per actor
basis (see for more details [9]). Note that our paths do not represent time-ordering.
Paths are only used to present dependencies between value exchanges of objects
via value interfaces. For representation of paths, a simple form of Buhr’s Use
Case Maps [2] is used. The two constructs used to build a path are dependency
elements and connection elements. Connection elements interconnect dependency
elements like value interfaces, resulting in paths.

e Dependency element. A path is expressed by dependency elements,
interconnected by connection elements. Essentially, a path gives dependencies
between value interfaces (a kind of connection element) so that we can reason
for an entire value model what happens with other value interfaces if we
exchange values via one particular value interface. Dependency elements are
denoted by dotted lines.

e Connection element. A connection element connects various dependency
elements. Connection elements can be start or stop stimuli, AND/OR forks or
joins and value interfaces. Different types of connection elements are
represented differently.

e Stimulus element. Paths start with one or more start stimuli. A start stimulus
represents an event, possibly caused by an actor. In most cases, such a stimulus
represents a consumer need. A start stimulus has a counter representing the
number of events per time frame. If a start stimulus is directly connected via a
dependency element to a value interface, the counter denotes how many times
value objects are exchanged via that interface during a specific time frame.
Dependency elements as well as connection elements all have a counter, but the
counter for a start stimulus should be given by the modeler. Counts for other
elements can be derived by a traversing the path and propagating the count. If an
actor causes an event, the start stimulus is represented in the actor box. A path
also has one or more end stimuli. They have no successors. A start stimulus is
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represented by a bulls-eye, an end-stimulus is represented by a bulls-eye with a
surrounding circle.

AND and OR connection elements. An AND element connects a dependency
element d; to one or more other dependency elements d,...d,. The purpose is to
propagate the counter of a dependency element d; over dependency elements
ds...d,. The counters for dependency elements d;....d, are all the same. An OR
element models a continuation of the path into one direction, to be chosen from
a number of alternatives. It connects a dependency element d; to one or more
other dependency elements d,...d,, but now the counter of dependency element
d, is distributed over dependency elements d,...d, using a given distribution
ratio. An AND element is shown as a line, perpendicular to the lines visualizing
dependency elements. An OR element is represented by a triangle.

Value interface revisited. Another way to connect dependency elements is to
use a value interface. We use value interfaces (connected by dependency
elements) and its associated counter to create profitability sheets on a per actor
basis to assess profitability. Such a sheet shows the objects of value that are
exiting or entering an actor as a result of path execution, caused by a stimulus.
This is shown in Fig.1. If a store sells a good, it also has to buy the same good
from the wholesaler. This dependency between the two value interfaces of the
store is represented by the dependency element inside the Store actor box.

With these constructs a conceptual model of value web can be constructed. Value
webs typically consist of multiple enterprises, represented by multiple
stakeholders. The e’value modeling constructs help to create a shared
understandin§ of the value web. In addition to this ontology-based graphical
design tool e*value also supports the calculation of the economic benefit of a
value model via the so-called profitability assessment (see for full details [9]). It
consists of two main steps: (1) profitability sheet generation, and (2) evolutionary
scenario-based assessment.

A profitability sheet shows for an actor an economic value-based quantification of
the in-going and out-going value objects, based on the number start-stimuli
(modeling consumer needs) per time period, say per month. To generate such
sheets, so-called valuation formulas have to be specified for objects representing
money, and preferably also for all objects (at least end-consumers have to evaluate
the non-monetary objects they obtain). Additionally, the number of start-stimuli
has to be estimated. Given these numbers, profitability sheets can be automatically
generated in e®value. Each sheet shows for an actor the net cash flow (in case of
end-customers this includes also values for non-monetary objects). Fig. 2 is an
example of a profitability sheet for the model in Fig. 1.

A [ v [0e T o [ E T F T3
| 1 [Value Interface |Value Port Value Exchange Occurrences Valuation Economic Value
| 2 |Buy store total for Buy store 10000 -900000
L3 Good {all connected) 10000 0 0
| 4 | Payment honey 10000 a0 800000
| 5 |Sell stare total far Sell stare 10000 1000000
| B | Payment Money 10000 100 1000000
| 7 | Good {all connected) 10000 ] 0
g
| 9 |total for actor 20000 0 100000
|41n< » M|{ value interface / walue_exchange »Store ¢ Wwhalesaler ;| 4| | L”_‘



Figure 2: An example profitability sheet

Profitability sheets are particularly useful to do a sensitivity analysis of the
expected net cash flow. Not only estimates about the number of start-stimuli and
the valuation formulas themselves are subject to uncertainty, but also the value
web itself, including the actors and the value exchanges, may evolve over time.
Consequently, evolutionary scenario techniques known from strategic decision
making [11] are used to investigate the sensitivity of the expected cash flow with
respect to future events. This sensitivity analysis enhances the understanding of
the value web, and many stakeholders indicated that this was even more insightful
than the profitability numbers themselves.

Case Study: Letter of Credit

As case study we use the Letter of Credit procedure. Banks introduced this
procedure in order to solve the following problem in international trade. Suppose
we have a seller in Hong Kong and a buyer in the Netherlands. The agents are
geographically far apart, and the goods have to be transported by a carrier from
the seller to the buyer (we assume over sea). On the one hand the seller does not
want to ship the goods onto the carrier’s vessel (and thereby lose control over
them) without first receiving payment from the buyer. On the other hand the buyer
does not want to pay the seller (and thereby lose control over the money) before
the goods have been shipped. In other words, the agents prefer a simultaneous
exchange of the shipment of the goods in return for the money. To solve this
deadlock situation banks introduced the letter of credit, which is an agreement that
the bank of the buyer, the so-called issuing bank, will arrange the payment for the
seller as soon as the seller can prove to the bank that he shipped the goods. The
seller proves this shipment by presenting the Bill of Lading to the bank, the so-
called corresponding bank. The seller receives the bill of lading from the carrier,
when the seller shipped the goods. The seller’s bank transfers the Bill of Lading to
the customer’s bank and the customer’s bank gives the Bill of Lading to the
customer as soon as the customer pays. Finally, the customer receives the shipped
goods from the carrier in return for the bill of lading. The bill of lading is an
example of a multimodal transport document that has an evidentiary effect. This
evidentiary effect is even stipulated in a special convention of the United Nations.
The United Nations Convention on International Multimodal Transport of Goods
(CIMTG) describes this function as follows [28]:

Avrticle 10 - Evidentiary effect of the multimodal transport document

Except for particulars in respect of which and to the extent to which a
reservation permitted under article 9 has been entered:

The multimodal transport document shall be prima facie evidence of
the taking in charge by the multimodal transport operator of the
goods as described therein; and

Proof to the contrary by the multimodal transport operator shall not
be admissible if the multimodal transport document is issued in
negotiable form and has been transferred to a third party, including a
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consignee, who has acted in good faith in reliance on the description
of the goods therein.

This is a case study for which trust controls themselves are well known (see
observation (3) in Section 1). Our value and trust modeling tools should help to
understand the assumptions regarding knowledge, belief and obligations and
stakeholders, and the trust service value web. This can be seen as a case of reverse
engineering, whereas in most cases we start with the design of a trust value web,
then express knowledge, beliefs and obligations assumptions and finally design
trust controls themselves.

Primary Value Web: Exchanging Goods for a Fee

The Letter of Credit procedure can be considered from multiple perspectives.
Seen from a trust perspective, the Letter of Credit procedure contributes to
increasing confidence in reliable and fair exchanges of goods between actors, who
do not know each other in advance. From a value model perspective, the Letter of
Credit procedure can be seen as a commercial service itself facilitating the sale
and delivery of a good or service. Actually, the letter of credit is a commercial
service, because the buyer has to pay a fee to the bank that issues the letter of
credit. If a value web is considered as a set of actors performing economic
exchanges with each other, we can view the Letter of Credit procedure as an
economically valuable service in a secondary value web, facilitating a primary
value web consisting of actors exchanging goods or services. In Fig. 3 a primary
value web is represented, modeling that a supplier offers some object of value to a
customer and obtains a fee in return.

Supplier

=)

Actor Value Value | Value Start | Depend.| End
Legend interface| port |Exchangel stimulus| element |stimulus
> . ______

Figure 3: A supplier and a customer exchanging objects of value.

Customer Fee

Good

It is important to understand that, given the semantics of the e3value concepts,
this value model states that a supplier is only willing to provide a good if and only
if it obtains a fee (of course, the reverse requirement holds for the customer). In
other words, the supplier is only willing to exchange objects via all ports of its
value interface, or none at all. Hence, in this value model economic reciprocity is
assumed to hold. How this is ensured is not an issue when designing a value web
in the first place; then we focus only on the value proposition itself.

Secondary Value Web: Letter of Credit

The value web presented in Fig. 3 has an important normative statement. We state
that if the supplier delivers a good to a customer, he always gets paid. The same
holds for the consumer: if he pays, he obtains the good. More generally, value
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interfaces model economic reciprocity; if you deliver something of value to
someone, you get something else of value in return for that, and vice versa. To
understand and analyze value webs, this is precisely what we want to model.

However, in practice the norm of economic reciprocity does not always hold. For
example, a customer might order and receive a good, but then refuse to pay the
supplier. This means that the principle of economic reciprocity is violated. Hence,
control mechanisms are required, to ensure that both value exchanges in Fig. 3
occur (or none at all). The Letter of Credit is such a control mechanism, which can
also be regarded as a commercial service itself. Hence, in Fig. 4 the primary
service of selling a good is expanded with a kind of secondary control service, the
Letter of Credit procedure, which is specifically tailored to secure the interests of
the seller.

Customer, Secured Delivery Supplier
(=] 1
#2 Secure of Fee of Good #3'
o e Dl —————— ~. Lo
,”i % #1 7\1’ #9
L4 L -
,’ Fee (,\H\' "f""?L A
e .
Tl ol Fee Bill
#1 \\ of Credit Payment| far af .
4 \ Lettar Fayment, Handling goog Lading Bill
‘\ N of Cradit Handing Fee L,UI.\
ading
E Shipping
__________ Fee
for
#13 Shipping
¥
__________
Issuing Corresponding
Bank Bank
Fee Bill Eill
far of of
Good | Lading Lading
@ | | = | @ == @ | = | =

Figure 4: Secondary value web for Letter of Credit.

The Letter of Credit procedure considered from a commercial service perspective
is represented in Fig. 4 and represents that the customer must guarantee that the
supplier gets paid for the good. This is depicted by the AND-fork (a kind of
connection element, see #1), indicating that if the consumer wants a good, he must
exchange values via interfaces #2 and #3 (a good for a fee) and via interfaces #4
and #5. The latter is the obtainment of a Letter of Credit, a service which ensures
that if the supplier ships a good, then he gets paid. The customer obtains a Letter
of Credit from an issuing bank and the customer pays a fee for this to the issuing
bank. Typically, the issuing bank of the Letter of Credit is in the same country as
the customer, but often has no branch in the supplier’s country. In that case the
issuing bank needs to collaborate with a corresponding bank, which is physically
close to the supplier. This corresponding bank pays the supplier, when the
supplier presents the bill of lading to the bank as evidence that he has shipped the
good. In return for this service, which is an intrinsic part of the Letter of Credit
procedure, the corresponding bank charges the issuing bank a fee (see interfaces
#6 and #7). Note that the Letter of Credit, of which the supplier is notified by the
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issuing bank, is a guarantee for the supplier that he will be paid. This is reflected
in the value web by the exchange secure of fee, rather than just fee. A secured fee
means that the issuing bank guarantees that the seller will be paid as soon as he
can prove shipment of the good. Also note that there is no direct value exchange
between the issuing bank and the supplier; the aforementioned notification is seen
as part of business process that we do not represent in value models. We only
represent its effect, which is a secured fee.

As a result of securing the fee, the supplier exchanges objects of value via two of
its interfaces, represented by the AND-fork #8. Via interfaces #9 and #10, the
supplier ships the ordered good via a carrier. The carrier charges the supplier a
shipping fee, and the supplier obtains a Bill of Lading from the carrier. It is
important to understand that the Bill of Lading has an economic value. It is a so-
called negotiable document, which can itself be traded and is similar in this
respect to paper money. Additionally, from a trust perspective, it is important to
understand that the carrier is seen as a trusted third party. All actors involved in
the letter of credit assume that the carrier only gives a Bill of Lading if he obtains
the good to be shipped from the supplier. As soon as this Bill of Lading is
presented by the supplier to the corresponding bank, then the bank pays the fee for
the good to the supplier. Hence, this is a kind of secured pre-payment arrangement
for the seller. So, via interfaces #11 and #12, the supplier offers the Bill of Lading,
obtained from the carrier to the corresponding bank, and in return obtains a fee for
the good. Note that Fig. 4 only shows dependencies between value exchanges, not
the temporal ordering of actual events.

Subsequently, the Bill of Lading is transferred by the corresponding bank to the
issuing bank (interfaces #13 and #14). As a consequence, the issuing bank
exchanges with the customer the Bill of Lading for the fee for the good (interfaces
(#15 and #16). The carrier transports the good to the customer, and releases the
good to the customer, in return for the Bill of Lading (interfaces #17 and #18).
The AND join, annotated with #19, models that the Bill of Lading, as issued by
the carrier, should also be obtained by the carrier once the good is delivered. After
that, the Bill of Lading has served its purposes.

Analyzing Trust in Control Procedures

An e’value model represents the principle of economic reciprocity. It takes the
mechanism of ‘one good turn deserver another’ as normative behavior. However,
in real-life, actors will commit frauds sometimes and violate the principle of
economic reciprocity. Consequently, it is important to enhance a business model
with trust mechanisms and control procedures.

An important way to create trust in a control mechanism is to understand how it
works, and how the controls protect you against opportunistic behavior of a
trading partner in a commercial transaction (see e.g. [3]). In this section we
analyze how trust is created by control procedures by formalizing what it means to
understand a control procedure for trust. This is based on earlier work that was
introduced in [25, 26].
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According to Article 10 of the CIMTG the Bill of Lading as shipment document
reliably indicates that the goods have been shipped in international trade
procedures. Note that this article has a normative element. Whether the Bill of
Lading is evidence does not depend so much on whether a person is
psychologically convinced by it, but the law simply stipulates that everybody
involved in a letter of credit procedure should consider this document as sufficient
evidence. We use the conditional operator =p, which denotes ‘reliably indicates’,
to formalize the following so-called evidence rule:

BoL =>p Shipped (Evidence Rule) (D)

This is read as ‘in the context of procedure P, the Bill of Lading reliably indicates
that the goods were shipped’. (The axiomatization of this and other formal notions
below can be found in the Formal Appendix.)

We described the evidence rule and the procedure in an objective manner, i.e. in
terms of objective facts such as ‘BoL’ and ‘Shipped’. For the actual execution of
the procedure, however, the mental states of the agents involved are equally
important. If one of the agents does not believe the facts, or something went
wrong, e.g. an agent did not receive the Bill of Lading, then the procedure does
not work. Hence, we cannot simply use objective facts like ‘BoL’ and ‘Shipped’ for
modeling the mental states of the agents, but we have to use subjective beliefs
about such facts to model the mental state of the agents. To model these belief
states of agents, we use epistemic operators such as Bi(p), which denotes that agent
i believes ¢, and Ki(p), which denotes that agent i knows ¢. If agent b believes the
Bill of Lading, then we represent this by the formula Bi(BoL). This belief depends
on the agent’s belief that the document is not forged, e.g. because the document
comes from a trustworthy source. Similarly, Bi(Shipped) means that the agent i
believes that shipment of the goods took place. We model the fact that an agent
understands the evidence rule of the procedure with the following formula.

Ki(Bi(BoL) =p Bi(Shipped)) (Epistemic Evidence Rule) 2)

This formula says that agent i knows that, if he believes the Bill of Lading, then
according to the procedure P he has a good reason to believe that the goods are
shipped. Note the importance of the procedural setting here. Agent i knows that by
law he should consider the bill of lading as sufficient evidence for shipment. We
use here the knowledge operator, because procedures or legal texts are non-
empirical information (like the rules of a game, or mathematics). In other words,
these are not empirical data about which you can make incorrect observations.
You either know this or not, but there is nothing in between, while you can get
misleading information about empirical facts such as a bill of lading or shipment.
Hence, we use the B; operator to represent the belief in these facts.

It is a general principle in most legal systems that its norm subjects are supposed
to know the laws. This can be represented by an obligation for the norm subjects
to ‘ought to know’. The norm in Article 10 expresses that everybody who uses the
letter of credit procedure ought to know that the Bill of Lading reliably indicates
that the goods were shipped, which can be formalized as follows.
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O((Ki(Bi(BoL) =p Bi(Shipped))), for all agents i 3)
(Obligatory Knowledge of the Evidence Rule)

The idea of rule (3) is that an agent cannot use the argument that he did not know
rule (2) as justification for violating an obligation. In other words, if agent i has
received the Bill of Lading but did not pay for the goods on time, then agent i
cannot justify his violation of the obligation to pay for the goods by saying that he
did not know that the goods have been already shipped. Agent i ought to have
known that receiving the Bill of Lading reliably indicates that the goods were
shipped.

The last issue that we have to address is the shared knowledge aspect of trust. The
letter of credit procedure is only trustworthy for the seller if he knows about all
the other parties involved, e.g. the buyer, the buyer’s bank etc, that they will
accept the bill of lading as proof of shipment. In other words, the seller has to
know that the evidence rule is obligatory knowledge for all the other parties. We
model this by the following formula:

Ki(O;(Ki(B;(BoL) = B;(Shipped)))) for all agents j # 1 4

The understanding of the procedure is modeled by the fact that the rules 2, 3 and 4
are part of the agent’s mental state. In other words, the formula B(BoL) by itself
only models that the agent believes the written content of the Bill of Lading.
However, understanding the complete control functionality of the Bill of Lading
requires a lot more. The agent has to know (1) all the legal consequences and
functional roles of the Bill of Lading, and (2) the agent has to know what he and
other agents are supposed to know about these consequences. This second part is
also called common knowledge (see [5]); i.e. knowing what all the other agents
know, and knowing that the others also have this knowledge about yourself. In
particular, this common knowledge is essential for trust creation between the
agents of a trading community.

Value Modeling and Trust Analysis

In e3value modeling atomicity of value interfaces is assumed. For example, in the
purchase scenario it is assumed that the buyer always pays for the goods that are
delivered. However, in real life the seller has often a major concern whether the
buyer will indeed pay after the goods have been delivered. In Section 2 we used
the Letter of Credit example to illustrate how a particular control procedure can
have the effect of reducing these concerns for the seller. In Section 3 we showed
how our formal analysis of trust could explain why the Letter of Credit is effective

in trust creation. To apply e3value modeling not just for business model
development of value webs, but also for the actual implementation of the
organizational and governance aspects of value webs, it is useful to extend

e3value with a set of secondary control value webs. Secondary control value webs
are commercial trust services that can be added to the initial business model
design in order to obtain sufficient trust levels for all actors to actually do
transactions. The ultimate research objective is to create a library of secondary
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control e3value webs templates, or short control templates that can be applied to
various business models. However, designing these control templates is a
complicated task, because business models can vary in many different aspects. For
example, the Letter of Credit is an example of a control template that is useful for
most high-value infrequent (international) purchasing situations. However, in the
case of very frequent low-value transactions, a Letter of Credit is typically too
expensive. An example of frequent low-value economic exchanges is the
economic exchanges in the telecom industry between telecom operator and
Internet service provider, where for each Internet activity of the customer of an
ISP a small sum is paid by the ISP to the telecom operator. In this case other
control templates than Letters of Credit are more suitable. In this case a so-called
‘equity hostage exchange’ or joint venture could be more appropriate (see [31, 4]).
Another reason why the design of control templates is complicated is that in the
case of electronic commerce many traditional control mechanisms could become
obsolete. For example, the Bill of Lading could become obsolete if an information
system would be introduced that could track and trace all container movements
(e.g. by having a GSM/GPS or Radio Frequency Identity (RFID) chip attached to
every container). In that case the buyer would know the exact moment when the
goods are shipped by the seller to the carrier without needing the Bill of Lading,
and similarly for the corresponding bank that does the actual payment. Hence, the
Letter of Credit control template could be redesigned for this situation. In
particular, the Bill of Lading becomes obsolete. Note, however, that this IT
solution only works if the buyer is convinced that the system is run by an
independent third party that is not dominated by the seller. For example, a telecom
company could provide this independent tracking and tracing information system
as a commercial service.

Our analysis, how trust is created by control procedures by formalizing what it
means to understand a control procedure, can be used to support this design and
redesign of control templates. By analyzing the belief states and lack of belief or
knowledge of all parties involved in a business model, one gets a better picture of
the concerns and uncertainties of each of the parties. Based on this precise
information about the concerns one can select a control template, or perhaps even
design a new one. For example, select a Letter of Credit procedure if there is no
advanced and independent tracking and tracing system available, or switch to a
more efficient electronic procedure without Bill of Lading. In the latter case the
crucial observation is that there are more efficient ways to create the belief for the
buyer that the goods are shipped, i.e. the formula By(Shipped). This trust
formalization can be viewed as a kind of formal requirements analysis for the
design of control templates. Every control template for international transactions
should satisfy the requirement that B,(Shipped) is fulfilled before the Buyer or any
other party acting on his behalf (as the issuing bank in the LC procedure) will
make a payment. By taking this abstract perspective it is easier to redesign or even
obliterate operational details of existing control templates. However, this formal
trust analysis does not automatically generate ways to design control procedures.
It only specifies the abstract requirements for such a control procedure, and it can
be used to explain how a given control procedures creates trust. Trust analysis as
requirements analysis is a useful prerequisite for the actual design of control
procedures, just as in software development (formal) requirements analysis is an
important preparation for the actual functional design of software.
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Conclusions

Value models and trust models are two perspectives on an e-business case. A
value model shows which actors are involved and which objects of economic

value are exchanged between these actors. The e3value methodology presupposes
that these exchanges always occur according to the principle of economic
reciprocity. In other words, there are no actors who are committing a fraud, or
other mishaps which may result in failed exchanges of value.

Consequently, to realize e-business model into practice, mechanisms need to be
added, which ensure that committed exchanges of value actually occur. In general,
such mechanisms will be based on control procedures. Two interesting
observations were made about these control procedures. First, trust-increasing
control procedures themselves can be seen as viable commercial value-added
services with a corresponding value model. We called such value models
secondary, because they facilitate the exchange of values in another, primary,
value model. Secondly, a theory is needed about control procedures and how to
design them for specific value models. Just as the design methodology requires
principles for the design of the primary value models, it also requires control
specific principles for the design of the secondary trust services value models.
Here we made a first attempt to develop such a theory for the design of the
secondary trust services value models, based on the modeling of knowledge,
beliefs and obligations of the actors. In future research we will further develop
this theory, and based on this theory we will further develop the e’value
methodology with a library of heuristic guidelines for selecting the most
appropriate control procedures for a given value web.

Formal Appendix

The knowledge operator K; and belief operator B; have the usual axioms and
inference rules (see [5]).

K; Axioms:

a) Ki(p »v) = (Kip > Kiy)
b) Kip = ¢

¢) Kip - KiKip

d) —Kip — Ki=Kip

B; Axioms:

a) Bi(o — y) - (Bip —> Bw)
b) Bip - —Bi—¢

¢) Bip — BBip

d) —|Bi(|)—) Bi—|Bi(p

and the following inference rules:
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a) if ¢ and ¢ — v, then y
b) if |- ¢ , then |- Kip and |- Bip

The conditional A = B, which denotes ‘A reliably indicates B’, has the following
axioms as defined in [14]

(A=pB)A(A=pC)) > (A=p(BAC))
((AW=pB)A(C=pB)) > ((AvC)=pB)
and the following inference rules
If|- A <> B, then |- (C =p A) <> (C = B)
If|- A <> B, then |- (A =5 C) <> (B =p C)

Note that the modus ponens inference rule does not hold for =5, hence it is much
weaker than material implication. The evidence relation is not a causal relation.
The rule, BoL =p Shipped, does not mean that the bill of lading causes shipment,
just as smoke does not cause fire.

The deontic operator O; is the standard deontic logic (SDL) operator. We have the
usual SDL axioms and inference rules (see e.g. [19]).

O; Axioms:
a) Oi(¢ — ) - (Op - Ow)
b) O|(P —>—\O|—\(P

and the following inference rules:

a) if o and ¢ — v, then y
b) if |- ¢ , then |- O
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