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Abstract

To keep a smart business network sustainable;angmizational control measures are needed to de-
tect or prevent opportunistic behavior of netwoaktigipants. In this paper we present a methodology
for understanding control problems and designigtems, based on an economic value perspective.
The methodology employs a library of so-called conpatterns, inspired by design patterns in soft-
ware engineering. A control pattern is consider®d generic solution for a common control problem.
The adequacy and effectiveness of these contrt@rpatis demonstrated by a case study about the re-

design of customs procedures.
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1. Introduction

Companies increasingly form Smart Business Netwd8&Ns) to jointly satisfy a complex need.
Well known examples include the networked busimegdel of Cisco Systems [33] and the virtual in-
tegration of Dell Computers [22]. smart business netwoik a group of enterprises with joint goals,
linked by network technology, that collaborate amigract in such a way that the network remains
sustainable and robust to defection of one of tters, and allows each actor to increase its ovin va
ue [35], p.229. To be sustainable, a network need#ol measures, to prevent and detect opportunis-
tic behavior of participants. A participant may tample leave the network prematurely, not fulfill
its obligations, or commit fraud. Already from tearly days of trade, transactions between organiza-
tions have therefore been governed by adminiseaidntrol procedures, relying on a transfecari-

trol documentg6]. While some control procedures are intendegdeern commercial transactions
between enterprises, governmental institutionsdik&oms, have also introduced many control meas-
ures, to ensure for example the collection of tax&sgrently, the various governmental procedures
around international trade are fragmented and impleed independently. Consequently, consider-
able overlaps exist between e.g., export, VAT, axcise procedures, as well as with existing com-
mercial trading procedures. This means that a latgaber of different documents is required for
each container crossing the border, and that tirerenany redundancies in business processes and in-
formation flows.

We present a case study, called Beer Living Lab about the redesign of customs procedures
for the collection of excise duties. Governmentading partners and technology providers collabo-
rate in a network, to replace existing paper-bgsededures, with procedures that rely on innovative
technology. The purpose is to re-think why existimgcedures work as they do, and how technologi-
cal innovations can be used to tackle control gnmisl in a network. In principle, all network parmer
should benefit. Customs administrations will acki@vhigher degree of security and control. Trading
partners increase their control of the supply chaird by increasing credibility, they may also get
reduction in the required administrative procedufiechnology providers benefit from the research

effort to provide open-source, secure, IT-basedices. So the smartness of the collaboration hes i
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the fact that innovative third party commercialb&sed services enable customs to achieve a higher
degree of control, and provide a more competitigdihg environment for business partners.

When designing or redesigning control proceduresfemart business network, it is crucial to
guarantee that the new procedures provide the safaguards as before, or better. To support the re
design of control procedures, a structured appréstherefore needed. For individual enterprises,
approaches to analyze and design control procethanes been developed in the accounting and au-
diting fields, e.g. [32], [29]. But inter-organianal controls, as needed for a network of entegsri
have received only limited attention [6].

In this paper, we therefore propose the useaftrol patterns a way to structure existing
knowledge about the analysis and design of copiatedures. Patterns generalize existing solutions
for recurring problems, and make them accessiblestaise. They provide a structured way of encod-
ing best practices. Such structured approachesieressary, because domain experts often find it
hard to make their knowledge explicit, and exphaimy a certain solution was chosen. The pattern
approach has been proposed in architecture [1],jsandry successful in software engineering [9].
Recently, patterns have also been applied to thiméss domain, for example in the design of admin-
istrative processes [26], organizational strucf8t@nd business process reengineering [4].

Based on a literature review, we have collectdibrary of control patternsfor design and
analysis of control procedures for inter-organizadil settings. The adequacy and effectivenessrof ou
library of control patterns is evaluated througbesies of case studies, one of which is the Beer Li
ing Lab. By applying the control patterns to theecaescription, we generatee@ntrol model pre-
scribing how controls should be designed. The obmtrodel is then used as a reference point, and
compared with real life scenarios, provided by dionesperts.

The control patterns are partly expressed usingeqmal modeling techniques. Research on
business model8], [27], [34], [23], [28] utilizes conceptual rdeling to provide concepts to judge
and understand the viability of new business itit&s, which are often based on information tech-
nology. In the control patterns, we take two pecsipes on conceptual modeling. Besidespioee-
dural aspect of a control mechanism, we also providepeesentation of theusiness modehat mo-

tivates the execution of the controls. Our intetqien of the notion of ‘business model’ stresdes t
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importance okconomic valuewith value modelingthe focus is omvhatactors do anavhy, whereas
process modeling concentrateshmwthey do it [11]. Business models proved to beefulsupport
tool in a setting in which decision making is ddnyemultiple stakeholders [10]. Controls are typligal
not imposed by one central organization, but agotiated among network participants. Stakeholders
have different interests, and different views om ¥halue proposition that underlies the networksThi
may lead to incomplete and ambiguous statemenisnwbmmunicated in natural language [25]. The
formal conceptualization of business ideas in a ehoghakes potential conflicts explicit, and may
therefore help stakeholders resolve potential gafin an early stage of the development process.

The contribution of this paper is the following. i@l patterns extend existing work on formal
models of controls [6], [7], [20], by providing &wctured approach to the (re)design of control me-
chanisms. The formal models of control focus marelvecking the correctness of a formal specifica-
tions of a control mechanism. Furthermore, thealp of control patterns covers a wider set of con-
trol mechanisms then those described by [6], [2Q].[ In addition to the customary procedural
perspective, we also take a value perspective erdéisign of controls, which integrates control de-
sign into thee®-valuebusiness modeling methodology.

The paper is organized as follows. Section 2 pesvia theoretical background to our work, ex-
plaining the essentials of business modeling amdrabtheory. Section 3 defines the notion of a-con
trol pattern and presents a library of control gra$ for inter-organizational settings. Sectioned4 d

scribes how we apply the control patterns in a sasdy about the redesign of customs procedures.

2. Theoretical background

A sustainable smart business network needs mechsaifiis governing and controlling the collabora-
tion and interaction between network participaiitse ‘smartness’ of a network partly resides in the
business model that underlies the network, whiderdenes how the revenues from collaboration,
such as efficiency gains, are redistributed ambegarticipants. In most cases, such a business mod
el is encoded in contractual arrangements betwagnegys, and implemented through procedures and
regulations. But contracts and regulations canibkated. In the context of control theory, a smart

business network is therefore considered to berithanideal situation in which no errors, oppor-
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tunistic behavior or fraud occurs, or irsab-ideal situationin which some error, opportunistic be-
havior or fraud does occur [16]. Sub-ideal situagionust be prevented, detected or corrected by
means of a control mechanism. In the accountimgditre [29], [32], ideal and sub-ideal situations
are typically analyzed from an operational or pcaral perspective, with process models and flow
charts. In a business network, the ideal situasasften determined by the contractual arrangements
that reflect the business model of the network.r@toee, we also need a value perspective to analyze
the reasons for implementing a control mechanism.

In addition to this, there are other reasons fokileg at control issues from a value perspective.
First, the value perspective is conceptually clms&ransaction Cost Economics, which studies con-
tractual safeguards against opportunistic behawitusiness relationships [37]. It facilitatesaste
benefit analysis of the control mechanism, whiclyralso involve a risk assessment (e.g. [29], [32]).
Second, control mechanisms are themselves servigésan additional price tag. That raises ques-
tions like: who is going to pay for a control megtsan, who is going to execute it, and how willft a
fect the individual business models of the paiitieslved? These questions are not particularlg-rel
vant from an internal control perspective, whicloiganized hierarchically, but in a business nekwor
controls may affect the profitability of particiggnor may even lead to new business opportunities.
Third, controls are often implemented with contlotuments, and some control documents have an

inherent value aspect, and can for example bedradd resold (e.g. Bill of Lading, [6],[20]).

2.1 Business Modeling

There are several methodologies that address dissigas of business models of network organiza-
tions, like BMO [27], value webs [33], amtivalue[10], [12]. Of these methodologies;valueis the
only one that has a formal semantics, and tha@ahggecific focus on value transfers between enter-
prises. The method is ontologically and formallyiivieunded, and is supported by graphical yet for-

mal modeling software tools (seevw.e3value.com In this paper, we therefore apply tfevalue

ontology for the description of so called ideal relsd[10], [12], to express organizations behaving i
compliance with the trading procedure8ub-ideal models are expressed usthgontrol, a modifica-

tion of thee>-valueontology, used to describe opportunistic behavfactors [16].
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2.1.1 Ideal value models

An €*-value modeprovides a conceptual model of the value transfeesbusiness network, encoded
in the e-value ontology [10], [12]. Thee®value constructs have a graphical notation. Figure 1(a)
shows an example of a buyer who obtains goods &aeller and offers a payment in return. Accord-
ing to the law, the seller is obliged to pay vahgeled tax (VAT). This can be conceptualized by the
following e>-value constructs (in bold)Actors, such as the buyer, seller, and the tax officecame
nomically independent entities. Actors transfatue objects(payment, goods, VAT) by means of
value transfers For each value object, some actor should bengilio pay, which is shown byval-

ue interface A value interface models thginciple of economic reciprocityactors are only willing

to transfer a value object, in return for some ottetue object. So only if you pay, can you obtie
goods and vice versa. A value interface consistalfe ports, to represent that value objects are of-
fered to and requested from the actor’s environm&ciiors may have aonsumer neeg which, fol-
lowing apath of dependencieswill result in the transfer of value objects. Tsérs are either de-
pendent on other transfers, or lead tboandary element The e’-value methodology allows the
designer to assign monetary values to value tremsied to calculate profitability of actors in a&-ne

work.

Consumer — Acfor Value Value  Value Dependency Boundary
et Interface Ports  Transfer Element
Good
@ L == "0
1 e = ©
Payment
Payment - No VATl
3 >, S
[ —
<t <l <l R O
Buyer Goods Seller Legal Office
Compliance
(a)
Payment - No VAT
P P
<]
Buyer Goods Legal

Compliance

(b)
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Figure 1. Example of ar’-value modebf a purchase with tax payment;
(a) — ideal model, (b) — sub-ideal model

2.1.2 Sub-ideal value models

In e-valueit is assumed that actors behave in an ideal m@aning that all value transfers occur as
prescribed. This implies, among other things, #tabrs respect the principle of economic recipyocit
So, all the value ports in a value interface alangath of dependencies should transfer value abject
or none at all. But in reality, actors may not behas represented in ahtvalue modelthey can
commit fraud or make unintentional errors. eficontrol, these situations are modeled dup-ideal
value transfers[16]. These are graphically represented by dasiexivs, and can indicate different
risks: e.g. actors will not pay for the goods, abtain the goods, or obtain the wrong goods. Fer ex
ample, Figure 1(b) models a situation when theesdibes not pay VAT taR is aliability token, as-

signed to the actor who is responsible for theideht value transfer. In this case that is theeBell

2.1.3 Process models

Value models consider the transfer of valuable abjdike money, a good, or a service. However, in
trading situations actors transfer more than valbjects. For example, first a purchase order for a
good is transferred, followed by a confirmationemhafter a while, an invoice is sent, which isdpai
Finally, a good is transferred. All these transfezguireoperational activities to be performed, by
multiple actors, which can be shown using a busipescess model. By contrast, a value model only
shows the transfer of value objects, which is ¢iifety the transfer of ownership rights, see [144-
ditionally, business process models show the tindering of transfers of activities, whereas in ealu
models we abstract from this ordering. We only shioat objects are transferred, not in whiatder.

The temporal order in which activities take placems a crucial part of the control mechanism. 150 i
addition to value models we also need process raddetapture control aspects. To represent the

process aspects of control problems and theirisolsitwe employ UML-activity diagrams [30]
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2.2 Control theory

To identify the problems and controls in an orgatian, a general assumption is that every actinity

a process is a potential source of control probledmtrol problems are typically identified by an
analysis of risk indicators and threats discoveénegh audit process. gontrol mechanisns a guide-

line on how to organize business processes in @odprevent, detect or reduce the risks posed by a
control problem. This general framework is als@veht for inter-organizational controls [16].

Internal control theory is applicable to the desigrinter-organizational controls only to some
extent [6]. Internal control addresses control f@ots by organizational measures inside the organiza
tion. By contrast, in inter-organizational settingsntrol problems resulting from opportunistic be-
havior of partners in a network, are mostly deathwy contractual arrangements [5]. Thereforés it
difficult to apply internal control guidelines datty to inter-organizational processes. In seaoshaf
formal theory of controls, we studied work of CH&h on detective controlsand Bons [5], Bons et
al.[6] and Lee [20] about the designinfer-organizationakrade procedureswhich also involve pre-

ventative controls. We identify a vocabulary aits, to be used in the definition of control patter

2.2.1 Detective Controls

Based on a review of internal control literatur&e@ [7] pp. 62-67 presents a set of audit rules and
principles, developed to be implemented in a decision supp@tem. In such a system, risks are au-
tomatically detected by analyzing a business peesl checking whether the audit principles have
been applied or not. In Table 1 we present a summiihe audit principles.The theory distin-
guishes betweenperating activitiesandcontrol activities In the context of detective controls, a con-
trol activity is interpreted as a kind of verification, which quames the results of the operating activ-
ity, with some claim or statement. Thus we use ftiilowing adapted vocabulary (in bold). A

verification activity audits the results of aperating activity with respect to its legitimacy, quality

1 Chen uses the term ‘control pattern’, but in aad#ht sense: “a stereotypical description of thetimships

between tasks, agents, assets, and informatiositepes involved in an internal accounting conspstem.”

[7] p. 16. This roughly corresponds to our notaricontrol mechanism’. In our patterns, a contr@chanism

acts as a solution, expressed by control principlgish are based on Chen’s work (see section 2.2.4)

2 The presentation is based on Bons [5] p 55, aagtad for coherence wit#i-value We use ‘activity’ instead
of ‘task’, and ‘verification’ instead of ‘controlThe numbering | —X is original.
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or quantity [7]. The claims about the operatingwtst are represented bydocument to-be-verified
Additional supporting documentsrepresent evidence about the execution of theatipgractivity.
For example, to verify whether the right type andutity of goods were delivered, we use the pur-

chase order as a supporting document. Such evidewotin produced by previous control activities.

Principles of precedence order of activities

I. Whenever an operating activity exists, a correspunderification activity should also exist.

II. Whenever an operating activity and its correspogdiarification activity exist, the verificg
tion activity must always follow the operating &aj.

Principles of relation between information and actvities

Ill.  When a verification activity exists, it must berighed with supporting documents.

IV. When a verification activity uses a supporting doeuat, the supporting document should|be
verified by a previous control activity.

V. A supporting document should be generated by acedandependent of the source which gen-
erates the document to be verified.

VI. If a control activity uses a supporting documehg supporting document should be trans-
ferred directly from the control activity, whichnfed it.

Principles of organizational structure (segregatiorof duties)

VII. A verification activity and the operating activityintends to control should be segregated [nto
two different positions.

VIII. A verification activity and the operating activittyintends to control should be delegated to
two different agents.

IX. The position responsible for a verification acgvimust not be lower in the formal power higr-
archy than the position of the operating activitype controlled.

X. The agent responsible for a verification activitypsld be socially detached from the agent|re-
sponsible for the operating activity to be congdll

Table 1 Audit principles of Chen [7], adapted for readipibind coherence of terminology

The audit principles are clustered as follows. étpie | and 11 deal with therder of activities.

In detective control, the verification activity hsoccurafter the operating activity. Principle Il - VI
put additional requirements on teapportingdocuments. For example, Principle VI requiresdire
transfer: no intermediate parties should handlestiqgporting documents. This is crucial to avoid
tampering, because in practice a very high pergentd fraud cases involves the alteration of other-
wise valid documents. Principles VII - X are comet with the organizational context and dse
signmenbf activities to actors. These principles, amotigebthings, ensure segregation of duties..

In this research we focus on inter-organizatiorahdactions in a business network. Since the
principles in Table 1 are originally developed ifwternal control, not all the principles are releidn
particular, principles VII and VIII distinguish heéen positions and agents in an organization. But a
the network level, we only model complete entegwisPrinciple IX is not relevant, because at this

stage of the research, we do not define hierarctetationships between enterprises.
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2.2.3 Inter-Organizational Controls

In inter-organizational settings, the typical saémés that of a transaction between two partiebeW
parties do not have an existing business relatipntdrck of trust is likely. Trust has been defireesl
“The willingness of a party to be vulnerable to #ations of another party based on the expectation
that the other party will perform a particular actimportant to the trustor, irrespective of thdigb

to monitor or control that other party” [24], p 71®Vithout trust, a party that invests in a tratisec

is uncertain whether the other party will perfotmpart of the deal, or behave opportunisticallyisT

is called ‘ex-post’ opportunism [37]. The purpogearber-organizational controls is to reduce the un
certainty, and provide enough guarantees for gatti@ngage in a transaction.

In our terminology, the risks are assessed frompthiat of view of theprimary actor, who
does not trust theounter actor, and must therefore design control mechanisms agstisideal be-
havior of the counter actor. From a value perspective can say that the primary actor transfers a
primary value object (PO) to the counter actor, and the counter acémsters aounter value ob-
ject (CO) in return. From a process perspective, sutthnsaction is modeled by two activities. The
primary actor performs primary activity , and the counter actor executesocainter activity, each
resulting in the corresponding value transfersufég@ shows a value model of such a transaction on
the left, and the corresponding process model erritht. The order in which the primary activity
and counter activity occur is not specified. Thsridicated by the UML notation for parallel execu-

tion (thick horizontal bar).

Value perspective Process perspective
Primary Primary Actor ‘ Counter Actor
Object

{ Counter
Actor O Actor

Counter
Object

Primary e

Figure 2.General transaction scenario

The control mechanisms considered by Bons [5], Bxral.[6] and Lee [20], combine detec-

tive controls, as discussed above, with prevergatieasures. The mechanisms are described using
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five General Principles, humbered GP | -V. Consiterexample: General principle II: Before
Role 1 executes a primary activity, it should haiteessed the performance of the counter actiwity b
some Role 2, if the party playing Role 1 does nut the party responsible for Role 2, unless & ha
received evidence that Role 2 has executed its"tdSk p 61. Essentially, the counter activity mus
take placebeforethe primary activity. Clearly, this will reduceethisks for the primary actor. How-
ever, any network participant can be primary aotatounter actor. For example, in a simple purchas-
ing scenario, both the buyer and the seller casdsm as the primary actor, considering measures
against opportunistic behavior. The seller will é&@ample require a pre-payment arrangement, whe-

reas the buyer requires delivery before paymemaBl, this will lead to a conflict. Thereforeade

ample a down payment, the use of an Escrow sefi/jeor a Bill of Lading [20].

A smart business network can be interpreted agrauof binary value transactions between
actors. So we assume that all multi-party transastican be decomposed into binary ones. For a
proper network analysis, the network must be aralyin a step-wise fashion, each time taking the
perspective of one actor as primary actor, considehe risks of sub-ideal behavior of other actors

We distinguish betweeoontrol mechanismand control principles Literature on expert sys-
tems for internal control shows that experts tylhicapply deductive reasoning frolmasic control
principles to morespecific control mechanismsee e.g. [21]). Control principles are basic sule
which cannot be further broken down. On the ottardy control mechanisms result froro@nbina-
tion of basic rules, applied to a specific conyablem. Finally,control patternsto be discussed in
the next section, provide guidelines of when and tmapply a certain control mechanism.

In this section, we have discussed detective ctinénad inter-organizational trade procedures,
based on preventative controls. But internal adrttreory also knows other kinds of controls. For
example, the proper authorization of transacti@®, [is neither covered by the auditing princigles
Table 1, nor by the principles of Bons. Tlitary of control patterns presented in section 3 of this
paper, extends the work of Chen [7] and Bons [5phgyviding a structured approach, which can deal
with a wider set of control problems. In additidine pattern approach is meant to (re)design control

mechanisms, not just to check correctness or tarditmmess of existing control mechanisms.
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3. Control patterns

A pattern is a description of a general and acckeptéution for some recurring problem. Many differ-
ent definitions exist. Traditionally, a design eatt has four essential elemeraitern name, prob-
lem, solution andconsequence®], p3. As we discussed in section 2, the desigoontrol mecha-
nisms requires a problem-solution structure, soewgect that a pattern approach provides a useful
way to structure knowledge about controls. We hed@pted the pattern definition to the domain of
control theory. In particular, we have separateddbscription of the context in which a pattertois

be applied, from the problem which motivates tHea®n of a pattern (see also [8]). The context de
scribes the business network with the actors, tted#ttionships, such as the presence or absence of
trust, and the activities that need to be contdolléhe problem specifies a specific risk to be det

or prevented by the solution of the pattern. Foitmp[8], we allow the specification of several \ari
tions of a solution, along with the conditions @fes) under which these variations apply. We have
added a specific field for control principles, whiprovide a step-by-step guideline of how to apply
the pattern, based on the theory discussed inge2tiWWe have also added a field of related pagtern
taken from [9] p.7, to represent relations betweatterns that affect their applicability. We do et
clude a separate field for the consequences add-tfis of applying a pattern. In future work, in
which we will investigate the costs and benefiténdfoducing a control mechanism and how this af-

fects the business model of the network, conseepseared trade-offs will play an important role.

3.1 Definition of a control pattern

A control pattern is a description of a generic and re-usable contezhanism for a recurring con-

trol problem, selected on the basis of the cordégipplication. The structure of a pattern, calied

pattern templatgis the following:

name a descriptive name of the pattern, used to sekgterns from a pattern library.

context a description of the business network to be allett, modeled from an ideal perspective,
meaning that no one behaves opportunistically. ddvgext is represented by a value model

(section 2.1.1), and if needed for understandiegctintext, also by a process model.
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problem: a statement of one or more risks for opportimisehavior. A control problem exists if
there is some deviation of the prescribed trangiEexonomic value. So we model the prob-
lem by a sub-ideal value model (see section 2.1slig sub-ideal value transfers and liabil-
ity tokens. Again, if needed, we also use a provessel.

solution: description of a control mechanism, to deteotvpnt or correct the control problem. The
solution is described by both process models atgevinodels, and motivated toontrol
principles(see below). A solution may have differeatiations,along withforces which are
the conditions to select these variations.

related patterns description of the relations of the current patte@ith other patterns in the library.

control principles: a set of general constraints on the way a praoess be performed. The princi-

ples fall into three groups, described in sectigh12

3.2 Control patterns library

In this section we present a library of generaltarpatterns (Table 2). To extract the patterns, w

used the ‘PattCaR method’ from the patterns liteeaf31]. The followings steps were followed:

Step 1.Based on a literature review, veentifieda preliminary set of control patterns. We used tex
books of internal control, [2], [14], [29], [32] dr}5],[6],[20] about inter-organizational controls.

Step 2. For each identified pattern we collected a numlb@xamplesfrom the literature as well as
from previous case studies. The case studies vegfermed in different sectors, such as internet
radio [15], renewable energy [16], international [19], and health care [18].

Step 3. The examples wemaodeledusing activity diagrams, and value models, anditesd in
terms of the control principles (see Table 1).

Step 4. A commonality-variabilityanalysis[31] was performed to compare examples of eachrpot
tial pattern. As a result we identified common cgpis in the examples, such as activities, objects
and control principles. This served as input faraghing the patterns in pattern templates, using a
common vocabulary. Sections 3.3, 3.4 contain twangdes. The commonality-variability analy-
sis also produced the pattern Evidence Collecser {Table 2), which was not found in Step 1.

Step 5. We validatedthe patterns in case studies, one of which isepied in this paper.
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Pattern Risk of primary actor Control by primary a ctor

Commitment | counter actomay deny to have made @require confirmation of commitment

Confirmation | commitment to primary actor from counter actgrbefore executing
primary activity
Commitment | counter actomay not be a reliable before making a commitment, require

Authorization | partner to make commitments with | authorization from an actor who verifies
credentials of counter actor

Pre-execution | _counter actaray not execute counter| verify counter activitybefore executing
activity as agreed, but does get primarprimary activity
object

Execution counter actomay claim that primary | require confirmation of execution of the
Confirmation | activity was not executed, and thus rg-primary activity, from counter actor
fuse to execute counter activity

Verification counter actamay not execute counter| verify counter activity
activity as agreed, but claim to have
done it correctly

Evidence a verification activityintroduced by use trustworthy evidence documents to
Collection another pattern, lacks evidence perform verification

Table 2 Library of Control patterns

Table 2 uses a specific vocabulary (underlined gjpreikplained in section 2. Note that identi-
fication of a common vocabulary is also part of BatCaR method [31]. Recall that the patterns are
formulated from the perspective of a primary acidrp does not trust the counter actor.

We will now give a brief overview of the patterie illustrate the patterns by a simplified
transaction scenario, in which a buyer (primarypgdhas ordered some goods, and does not trust the
seller (counter actor) to deliver. So in this cteeprimary activity is payment; the counter adtyivé
delivery of the goods. After the overview, we prasthe patterns Verification and Evidence Collec-
tion in more detail, because they are used in déise study.

The pre-executionpattern simply requires the primary actor to wegkecution of the counter
activity, beforeexecuting the primary activity. This is based, amothers, on Bons [6] GPs II-1V,
discussed in section 2. The associated controllgmolfor the primary actor is that otherwise, the
counter actor may not execute the counter activity.our example, the buyer will only pay for the
goods, after having inspected that the right gaeel® delivered. When both actors apply this pattern
we get into conflict, and an intermediate solufike a down-payment must be applied [19].

The execution confirmationis described among others by Bons [6] in GP |. &bksociated
control problem is that, in case of a dispute,ghimary actor will not have independent evidence to

prove that the primary activity was properly executThe control therefore requires the counterracto
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to provide documentary evidence of execution ofpthmary activity to the primary actor. Think of a
receipt. In our example, the buyer will requirelgttigance from the seller, as evidence of payment.

The commitment confirmation is described among others by GP V of Bons [6] Afelgand
and De Moor [36]. The associated control problerth& the counter actor may refuse to recognize
that he made a commitment to the primary actor,ravicexecute the counter activity. The control re-
quires the counter-actor to provide documentargende of the transaction commitment. Normally,
this is done by getting the counter actor to sigromatract. In our example, the buyer will require a
price quote or offer, that commits the seller tbvée at a certain price.

The commitment authorization pattern is related to a proper authorization afisactions and
activities [29], [32]. The associated control pebl is a possible commitment to an unreliable coun-
ter actor. The controls require the primary actoreiceive an authorization from a superior or &dst
third party. The authorization is based on vertfta of properties of the counter actor, such gsi+e
tation or credit worthiness. In our example, thiydr can have an agency like the Chamber of Com-
merce check the credentials of the seller, befakimg any commitments.

The verification pattern is mainly based on the work of Chen [Bkdssed in section 2. The
associated control problem for the primary ac®that the counter actor may not execute the counte
activity, in the way that was agreed, while claigito have done so. Therefore, the primary actor
must verify, or have an external party verify tike@ution of the counter activity. A verificationiis
terpreted as a comparison between the actual éactsome claim that was made. In our example,
the buyer will inspect whether the right goods waeévered, according to the purchase order.

Finally, theevidence collectionpattern puts additional constraints on the evidemgeded in
any verification activity. This pattern is also bdson the work by Chen [7] discussed in section 2.
The associated control problem, is that the vetiftn activity lacks trustworthy evidence, to maie
assessment. Therefore, the pattern requires thderme for the verification activity is produced
based on witnessing the verified activity.. In @example, witnessing corresponds to the buyer’s in-
spection of the goods, directly after delivery.

The patterns relate to the different phases otrdngsaction cycle [36], see also [6], p30. The

process of concluding a transaction consists of biases: (1dhe preparationphase, (2) thaegotia-
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tion phase, (3) thexecutiorphase, and (4) trecceptancephase. Th@reparationphase is dealt with

by Commitment Authorization. The result of thegotiationphase produces a Commitment Confir-

mation. The Execution Confirmation and Verificatipatterns deal with thacceptancephase. The

Pre-Execution pattern covers teecution phasdevidence Collection can occur as part of any phas
Patterns are related with each other through ttwitext. In particular, the pattern Evidence

Collection assumes that a verification activityaiseady present in its context. A verification wityi

is introduced by the Verification, Pre-executionGommitment Authorization patterns. So Evidence

Collection must and can only be applied after thpedterns.

Name Verification

Context: Primary actoand_counter actdransfer value objects, called primary obj@D) and
counter objec{CO). Primary actodoes not trust counter actor.

Problem: Counter actodoes not execute the counter activity as agradd;laim to do so.

Solution: Primary actomust ensure that_a verification activisyexecuted, after the counter activity
The _verification activitycontrols the result of the counter activity
Force a: Primary actoiis able to verify the counter activity
Variation a: The_verification activityis executed by primary actor
Force b: Primary actoiis not able to verify the counter activity
Variation b: The verification activityis delegated to a trusted third party (J;T®ho must transfer a
testifying documentvith the results of the verification to primaryt@c

Related patterns This pattern requires subsequent applicatioh@fBvidence Collection pattern.

Control Principles:

Principles on the order of activities

1. Add Verify

2. Verify must be performed after counter activity

Principles of relations between information and advities

3. A document to-be-verified (TBV D9cis required as input for Verify

4. Variationb: TTP sends a testifying documenitth the results of the verification.

5. Variationb: The testifying documenhust be transferred directly from TT® primary actor
Principles of organizational structure

6. Verify is performed by an actor, independent and soaittgched from the counter actor.
7. TBV Docis produced by the counter actor.

Table 3 Pattern “Verification”

3.3 Pattern “Verification”

The Verification pattern (Table 3) is based on the detective ctefoChen [7] in section 2.2. Veri-
fication is interpreted as a comparison betweenrdisalts of the counter activity and some claim

made about the results of the counter activity,dbeument to-be-verified On the basis of a verifi-
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cation, a decision is made: to accept the courteérity, or not. Control principles 1 and 2 in Tel8
require a verification activity to be executed aftee controlled counter activity, which is based o
Chen’s auditing principles | and Il, in Table lirRiple 3 states that a document to-be-verifiedtmus
be present, and principle 7 states that it shoelgdnerated by the counter actor, correspondiag-to
diting principle V. In addition, the verificatiorctity can be delegated to a trusted third pafiyK),
in case the primary actor cannot perform the \a&ifon itself. This is described in Variatibnin that
case, principle 4 requires the TTP to senestifying documentto the primary actor, with the results
of the verification. This is motivated by Bons [BP-IlI: “If Role 1 cannot witness the performance of
a counter-activity by some Role 2, then anotheeRathould testify the completion of Role 2's activ
ity, if the party playing Role 2 is not trustedthg party playing Role 1"Principle 5 requires that the
testifying document is transferred directly to gramary actor. This is based on auditing princigle
of Table 1. Finally, principle 6 requires the vixdtion to be performed by an actor who is independ
ent and socially detached from the counter actbichvis based on the auditing principles VIII and X
(segregation of duties).

Figure 3 contains a graphical version of the Vesifion pattern. Note the changes to the value

model in Variationb, when the verification activity is delegated to&P.
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Figure 3 Verification Pattern

3.4 Pattern “Evidence Collection”

The Evidence Collection pattern puts additionalunegnents on the Verify activity, which is previ-

ously introduced by the patterns Verification, Bxecution or Commitment Authorization. This is

indicated in the context. The control problem iattthe verification lacks evidence to make a deci-
sion. The solution of the pattern requires thatfieation is based olsupporting documents from

some previous control activity. Here, we interghé$ bywitnessingsee also [5]). Witnessing is used
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to collect evidence about the counter activity.cAdgher sources of evidence can be used. Variation
is applied when the primary actor or TTP who exesthe verification activity is also able to witaes
the execution of the counter activity. Variatibris applied when witnessing must be delegated, be-
cause the actor has no direct access to the redult® counter activity. The trusted third paity
whom the witness activity of the Evidence Collectmattern is delegated, is called TTP-E, to distin-
guish it from the TTP of the Verification pattemhich may be a different actor. The control princi-
ples 1, 2, 3 and 4 are loosely based on auditimgipte Il and IV of table 1. Principle 5 is based

auditing principle VI (direct transfer), and priptg 6 on auditing principle V (segregation of dsjie

Name Evidence Collection

Context: The counter actor transfers a value object CQ/eAfy activity, which verifies the coun-
ter activity, is executed by the primary actor grahtrusted third party (TTP).

Problem: The Verifyactivity lacks evidence and/or documents on wiichase its assessment.

Solution A Witnessactivity is added before the Verifctivity, to observe the outcome of the coun-
ter activity

Forcea: The primary actor or TTP has direct access tmtlieome of the counter activity
Variation a: The Witness activity is performed by the primacyor or TTP.

Force b: The primary actor has no direct access to theoouw of the counter activity.
Variation b: The Witness activity is delegated to (anotherdted third party (TTP-E).

Related patterns This pattern puts additional requirements onvéirdication activity, previously
introduced by the patterns Verification, Pre-ex@subr Commitment Authorization.

Control Principles:

Principles on the order of activities

1. Add Withessactivity.

2. Witnesshas to be executed before Verify.

Principles of relations between information and advities

3. Variationb: Add supporting documen{Sup Doc) as an output of Witness

4. Variationb: The_supporting documengse input for Verify.

5. Variationb: The_supporting documentsust be sendirectly to Verify.

Principles of organizational structure

6. Witnessis performed by an actor, independent and soailgtgched from the counter actor,
with direct access to the outcome of the countgvigc

Table 4 Pattern “Evidence Collection”
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4. Case Study: Beer Living Lab

The use of the control patterns was studied irabollation with domain experts from the Dutch Cus-
toms and Tax Administration, and experts from gddbeer producer in the Netherlands. Hence, the
Beer Living Lab can be categorized as an obsenmvalticase study [13].

The study was designed as follows. First, an ingielysis of the case was made, on the basis
of interviews with domain experts and existing doemts. We identified the various actors involved,
and the objects of value they transfer, and we raggigrtial analysis of the business processesdegar
ing excise duties. Second, we identified controlgbgms. Third, we applied the solution indicated by
the patterns. This produced a so catiedtrol model a model of the control mechanisms that ought
to be implemented. Fourth, this control model wampared with a number of real life scenarios,
provided by the domain experts. The comparison mwaant to validate our interpretation of the case
description and our application of the control @ais. Moreover, as part of the redesign effort, we
wanted to find out whether the real life scenaniesded to be redesigned at all. Note that cong&il p
terns aregprescriptive they do not describe facts, but prescribe howrobmechanisms must be de-
signed. That means that there are two ways in whigkal life scenario can deviate from the control
model: either (1) the model is based on a wrongnawmplete interpretation of the relevant facts, or
(2) reality does not comply with the model, whickans that we found a control problem.

To apply the patterns, we take three steps [16§t,Rive make an ideal model of the case, us-
ing value and process models. Second, we identifgrdrol problem, by modeling a sub-ideal value
model. Third, we match each identified control peob with the control problems listed in the pattern
library in Table 2 and select a pattern, which slewith this problem. We apply the solution of the

pattern to our sub-ideal model, and adapt the valogel correspondingly.

4.2 Case Description

When goods like beer and cigarettes, called exgosels, are sold, the seller needs to pay a spegial
called excise. The general principle is that exdisées only have to be paid in the country in Whic
the excise good is sold and consumed. Hence, éea froducer in the Netherlands, say BeerCo NL,

is exporting beer to a retailer in the United Kiongd possibly through an associate BeerCo UK, ex-
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cise has to be paid by the British retailer to Gt UK. In this case, the beer producer in the Neth-
erlands can export excise-free. Clearly, this ity @tceptable for the Dutch Customs and Tax Ad-
ministration, if the beer producer in the Nethetlartan prove that the goods were indeed shipped
abroad. The procedures currently revolve aroundréresfer of paper documents. The core document
for this export procedure is the Administrative Aogpanying Document (AAD). This document is
signed by a so-called Excise Warehouse (EW) inJkeCustoms UK subsequently signs the AAD,
to confirm that the goods did indeed arrive in the Finally, the AAD is returned to the Dutch beer
producer as evidence, to be presented to the DEustoms and Tax Administration upon request. In
this paper we specifically look at the control gesbs of the AAD procedure. We analyze the AAD

procedure and indicate how the procedure can baaegh by smart technology.

4.3 |ldeal value model

When BeerCo NL exports beer to the UK, it is exefrgin excise duties and is considered compliant
with the law. This is represented in Figure 5 by transfer between BeerCo NL and Customs NL,
which is linked by a dependency path to the exprechange with BeerCo UK. BeerCo UK sells the
beer to a Retailer with EW. Such a retailer iscidly licensed for excise handling. The retailethw
EW sells the beer on the UK market, for a price twvers the excise, and pays the required excise
duties to Customs UK. Figure 6 shows the corresipgnprocess model. In the remainder of the case

study, we concentrate on the black part of thege®enodel, about the AAD procedure.

4.4 Sub-ideal value model

The control problem solved by the AAD procedurethiat a certain amount of beer is sold abroad
(excise free), which is in fact sold in the Nethads (not excise free). This problem is modeled in
Figure 7. BeerCo NL delivers beer to consumersienNetherlands. However, the OR-fork (triangle)

models that BeerCo NL has a choice. It can paysexir the beer sold in the Netherlands (Excise

3 In some countries excise is considered a tax isghiée in other countries it is considered a custonatter. We therefore refer to Tax and

Customs organizations interchangeably.
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NL) in return for legal compliance (LC), or it cdeclare that the beer was as exported (incorregt ED

and still get an excise exemption and legal compgaLC NL), for beer that did not cross the border
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Figure 5. Ideal business model for beer export
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Figure 6. Corresponding (partial) process model for bepioex
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Figure 7. Sub-ideal value model for beer export from Thehgdands to the UK

4.5 Selection of a pattern

Now we match the sub-ideal model to the patterns.d& this by assigning actual actors and activi-

ties to the variables primary act@ounter actoetc. Here Customs NL is primary agtbecause they

do not trust counter act®@eerCo NL. Grant Legal Compliance_is primary\tti Cross Border is
taken as counter activitppecause it provides the material facts, whicte gight to excise-free sales;
Excise Declaration is only a procedural step. Weas8tute the assignments into the context and con-

trol problem of each pattern in the library (TaB)eand select the pattern that matches best (Table5

Pattern Risk of primary actor (Customs NL) Fit

Commitment Conf| BeerCo NL may deny to have madenamitment to Customs NL °

Commitment Auth.| BeerCo NL may not be a reliabldamer to make commitments with °

Pre-execution BeerCo NL does not execute CrosddBpbut gets Legal Compliance ?
Execution BeerCo NL claims that Grant Legal Compliance wasex@cuted and ©
Confirmation refuse to execute Cross Border

Verification BeerCo NL does not execute Cross Bowas agreed, but claim to do $o @
Evidence Coll. Not applicable; no Verifctivity in context °

Table 5. Pattern Selection

We found that the control problem that underlies H#AD procedure most resembles the control

problem of the Verification pattern: “BeerCo NLetonot execute Cross Border as agreed, but claim
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to do so”. More precisely, some of the beer thatased on the Excise Declaration, does not cress t

border. The Verification pattern requires verifioatof every Excise Declaration, which is takeneher

as the document to be verifiethe initial model in Figure 6 does not have sadclerification activity.
The Pre-execution pattern could also be a canditfateexecution would solve the problem
that Customs NL grants legal compliance (excisemgtion), while the corresponding beer has not
crossed the border. But in this business-to-govemireetting, such a situation is not a real problem
When Customs NL would later discover a violationtleé excise laws, they have the institutional
power to withdraw the legal compliance from, andain the lost excise duties. The importance lies

in the verification, which is also part of the FErecution pattern, not in the order of activities.

4.6 Control Model
Now we apply the selected pattern Verificationlie tase. Pattern Verification has two variations.
Variation a is applied when the primary actor can performueefication. Because Customs NL is
indeed able to verify the Excise Declaration, wplaariationa. According to the control principles
in Table 3, the following guidelines are observed:

1. Activity Verify is added.

2. Verify is performed after Cross Border.

3. Verify takes Excise Declaration (document to befiesf) as input.

4. Not applicable (variatiob).

5. Not applicable (variatiob).

6. Verify is assigned to Customs NL (primary actor).

7. Excise Declaration (document to be verified) isegated by BeerCo NL (counter actor).
After adding the Verify activity, the sub-ideal madchas changed. The adapted sub-ideal model is
again matched against the context and control pnablof the patterns in the library. In the cutrren
sub-ideal model, the Verify activity lacks eviden&o we select the Evidence Collection pattern.
There are two variations. Variati@nis applied when the primary actor has direct axteghe out-
come of the counter activity. Otherwise, Variatiois applied. The most elegant solution would be

Variation a, in which witnessing the Cross Border activitydisne by Customs NL. But since offi-

Kartseva, Hulstijn, Baida, Gordijn and Tan 25



cially there are no longer any borders between Ethber states, and goods can travel freely without
reporting to customs, Customs NL cannot witness haweh beer is crossing the border. So, we
choose Variatiorb, where Customs NL must rely on documentary eviddnam some other party
confirming export. According to the control prinkgp in Table 4, the following steps are executed:

1. Activity Witness is added.

2. Witness is performed before Verify.

3. Witness produces Supporting Documents as output.

4. Supporting Documents are input to Verify.

5. Supporting Documents must be sent directly to Yerif

6. Witness is performed by a hypothetical actor TTRAEegpendent and socially detached from

BeerCo NL (counter actor), and with direct accesh¢ outcome of Cross Border.

Figure 8 shows the result of applying both patteéonthe original model in Figure 6 The model in
Figure 8 is called theontrol model Many actors can fill the role of TTP-E, and sypible supporting
documents. Thus, the control model acts as a Kifighational specification that can be implemented
in different ways, by specifying which actor perfarthe TTP-E’s activities. Note that the role &R

tailer with EW can be played by any Retailer. Neagl status is necessary in this control model.

Customs NL BeerCo NL BeerCo UK Carrier TTP-E Retailer
Order Order
beer Beer
Cross -

Excise L Declare
Declaration excise
Supporting
Doc.

Grant legal
compliance

Figure 8 Control model derived from the patterns

4 For brevity Figure 8 only contains the part oft@at the controls. The grey part is not included.
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4.7 Real-world scenarios
In this section we examine current and future eixpractices, and compare them to the control mod-
el. We analyze the current AAD procedure, showRigure 9. In this process the role of the TTP-E,
to provide supporting documents, is performed [Retailer with EW. In fact, Customs NL delegates
the witnessing of export to Customs UK, who furttielegates it to a Retailer with EW. Not every re-
tailer can validate the AAD; only retailers wittspecial accreditation for the Excise Warehouse-func
tion. Accreditation procedures are covered by thiéepn Commitment Authorization.

Another difference between the control model (Fég8) and the current practice (Figure 9) is
that in reality the AAD is not transferred directty Customs NL. The AAD is transferred first to a
carrier, then to BeerCo NL, and finally to CustoNis This indirect transfer violates control princi-
ple 5 of pattern Evidence Collection, that suppgrilocuments should be transferred directly, te pre
vent manipulation. Only if a supporting documentruat be forged, which is not the case here, indi-
rect transfer is acceptable. According to the doneadperts, this diversion from the control model
indicates a real and existing control problem.

A further difference is that verification of Excig€eclarations does not take place on a 100%

basis. Only random checks can be performed, whiolws another control weakness.

Customs NL BeerCo NL BeerCo UK Carrier Retailer with EW | Customs UK
Order Order
beer Beer

Cross
border

@

Declare
excise

Excise
Declaration

Forward Forward
m ﬂ

Figure 9. Current practice with AAD
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We have also analyzed other real-life scenariaduding export to the USA, where export
procedures are different from the procedures fossiborder deliveries inside the EU. We also inves-
tigated a scenario that uses a newly developed Eld-imformation system, called Excise Movement
Control System (EMCS). For a large part, these aies proved to be instantiations of our control
model. But just like in the AAD case, we were atdedentify remaining risks, by comparing scenar-
ios to the control model and validating the dewiasi that we found with domain experts.

The control problem of the AAD can be solved by atbed technology, in particular, by a
Tamper-Resistant Embedded Controller (TRE@hich is currently being developed. A TREC de-
vice can detect whether a container is opened bguétmorized or non-authorized person, and send a
message in case of tampering. TREC is intendeddoce fraud and increase security. Because the
container’s location is monitored through GPS tebtbgy, the device can detect when the container
leaves the Netherlands. As an additional benefiRBC device could therefore replace the AAD. We
propose a possible implementation in Figure 10is Bbenario is an improvement over the current
practice, because the TREC device can send a needagtly to Customs NL, at the exact moment

when the container crosses the border. By conaashAD often returns only after three months.

Customs NL BeerCo NL BeerCo UK Carrier TREC Provider Retailer
Order Order
beer Beer

Cross -

TREC
Message

Declare
excise

Excise
Declaration

Figure 10 Export of beer using a TREC device

SFurther information on TREC is availableteip://domino.research.ibm.com/odis/odis.nsf/pausid.06.html
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Figure 10 is another instantiation of the controldel. The TREC device performs the Witness
activity, and therefore the organization that opegdahe TREC system, the TREC provider, takes the
role of TTP-E. A pre-requisite is that the TREC\pder is independent and socially detached from
BeerCo NL on the company level and on the empldgreel (control principle 7, Table 3). To verify

this, customs organizations will have to carefalbgess the reliability of the technology providers.

4.8 Lessons Learned

Several lessons can be learned from the applicatiche control patterns to the case study, both
about the content of the case, and about the adggu effectiveness of the patterns. Regarding the
redesign of customs procedures for excise dutieszam conclude that the current practice is vulner-
able. The AAD, which should prove that goods hav@eed left the country, is transferred along all
the parties of the supply chain, which makes ihethble to tampering. This control problem can be
mitigated in several ways. One of these would ime@ technical device, the TREC, and a new actor,
the TREC provider. The TREC device will send arctetmic message, when the goods have crossed
the border. The message is delivered directly ¢oDhtch customs office. The export procedure that
involves TREC is currently being designed as ataintg@tion of the control model generated by the
control patterns.

The challenge of TREC lies in developing a reliabkchanism, to determine which parties are
authorized to access a container, at which poititrie. This authorization mechanism would require
some form of information sharing between the customformation systems, and the information
systems of participants in a trading process. Tiedns that parties must be carefully scrutinized, b
fore they can join. A similar certification praai¢s now being considered, for other customs ard ta
procedures too. Under this scheme, some privilegegpanies, which can prove that they have excel-
lent internal control, can reach the status of Atited Economic Operator (AEO). AEOs will be ex-
empted from some administrative procedures, bugturn, the customs office has the right to access
the AEQ'’s information systems at all times. Thepmse is to reduce the administrative burden, both

for the customs office and the AEO.
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One could say that such certification practicesviol® an example of the creation of a smart
business network: efficiency gains are made, iarnetor the right to access information. This cerre
sponds to other well-known cases of smart businessorks, such as Dell Computers [22], where ef-
ficiency gains are made by sharing information gltime supply chain. In general, before parties are
willing to give other network participants accesstheir information, they need guarantees against
opportunistic behavior. Such guarantees are covieyettie Commitment Authorization pattern dis-
cussed in section 3. In future work, we will inugate certification and this pattern in more detail

Regarding the use of control patterns, we canlsatyit has been successful. The patterns have
been applied to a non-trivial case study, produdameresting results. In general, when designing an
artifact, one can observe a trade-off between tiegj@acy and generality of a design guideline. On
the one hand, a guideline must be generalizedfiereint contexts, but on the other hand, if thedgui
line is too general, it becomes irrelevant to thenediate concerns of the designer. The same ceuld b
true for our control patterns, but the case stugipahstrates that the control patterns in our libese
not too general: they helped to reveal real corgroblems, and suggest a viable solution. Provided
that a library of patterns is adequate for an apfibn domain, a designer does not have to consider
other potential solutions. So the use of pattenil$, reduce the design space: the space of passibl

solutions, out of which a designer makes a choice.

5. Conclusions

The smartness of a smart business network may lthe way in which the revenues or efficiency
gains resulting from collaboration, are redistrdziamong participants. Participants who inveshen t
network depend on each other to receive these itereaid are therefore vulnerable to opportunistic
behavior. So in order to be sustainable, a smasinbss network needs to address governance and
control. However, existing approaches for the asialgnd design of business models, do not address
control issues. A business model is typically eczdais an ideal situation, without considering thle r
that some participants may fail to live up to expgons, or even commit fraud. Such opportunistic
behavior can in fact be detected or preventednbgrporating explicit control mechanisms into the

inter-organizational business processes which aggutansactions between parties in a network. In
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this paper, we have provided a structured apprdadhe design and redesign of control mechanisms
in smart business networks. In particular, we psepihie use afontrol patternswhich structure ex-
isting knowledge about inter-organizational corgrdrhe primary intent of a pattern is to provide a
useful abstraction of an existing solution to aireéng problem, for the sake of reuse.

From a theoretical perspective, control pattermsianovative in several ways. First, in com-
parison with textbooks in accounting [2], [14], [2[29], [32], the control patterns provide a struc
tured way of designing controls, using conceptuableling techniques well-known from software
engineering. Second, the library of control patteitmt we present, is specifically tailored foremt
organizational control problems, dealing with tieks of conducting a transaction between parties
that may not trust each other. Third, our contidyutextends existing formal models of inter-
organizational control [6],[7],[20], on which sonoé the patterns are based, by providing specific
guidelines to the design of controls, which canl déth a wider set of control problems. Fourth, in
addition to the customary procedural perspective,take a value perspective, modeling business
networks by the transfer of economic value betweaticipants. For this purpose we use é¢healue
methodology. One of the objectives of our appro&iio allow designers to evaluate the impact of
the introduction of a new control mechanisms, anlibhsiness model that underlies a smart business
networks. This will involve a cost-benefit analysisapplying a specific pattern, and investigate th
introduction of new actors, or new business opptigs.

We demonstrate how to put theory into practice ligrge scale case study about the redesign
of customs procedures for excise duties: the Bagnd. Lab. By applying control patterns we created
a control model, used as a reference point. The stagly revealed that current EU practice is vulner
able to fraud with excise declarations. Furthermtite control model is used in a project in which
businesses and governments participate to redegjort procedures, enabled by advanced technol-
ogy. The procedure is being redesigned accordin@eacontrol patterns. Domain experts from the
participating organizations confirmed that the colhtnodel, which is based on application of the-con
trol patterns, does manage to identify real corgroblems, and suggest a viable solution.

One of our scenarios introduces a new actor tdtismness network: the TREC provider. That

means that the business model of the network wilthanged, and that the financial feasibility of
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possible new business models must be closely exanBuch a profitability analysis is made possi-
ble by thee®-value methodology. In future research, we will investigaarious business models for
operating the technology, that enables redesigastbims procedures.

The network of trading partners, customs admirtisina and technology providers involved in
the redesign effort, is a typical example of a SrBaisiness network. The consortium can be consid-
ered smart in two ways. First, it uses advanceldni@ogies to replace paper-based procedures to in-
crease security, while reducing the administraiveden. Second, customs organizations rely on third
party commercial services, instead of implemenang enforcing control measures by themselves.

This practice is not new for businesses, butriélatively new for governmental organizations.

Acknowledgements

The research of the first author is funded by tbstRMaster EDP Audit Education of the Vrije Uni-
versiteit Amsterdam. Part of the research wasddng; The Freeband FRuX project. This research is
part of the ITAIDE project. ITAIDE (Information Téaology for Adoption and Intelligent Design for
E-government) project (nr. 027829) is funded by@treFramework Information Society Technology
(IST) Program of the European Commission, w&ev.itaide.org We are greatly indebted to other

participants of these projects for their valualdatabutions.

References

[1] Alexander, C. (1979). The Timeless Way of Buildi@xford, Oxford University Press.

[2] Arens, A.A., Loebbecke, J.K. (1997) Auditing. PieatHall; 7th Revised edition

[3] Baida, Z., Gordijn, J., Akkermans, H., Seele, H. Btuich, A.Z. (2005). Finding e-Service Of-
ferings by Computer-supported Customer Need Reagphiternational Journal of E-Business
Research 1(3): 91-112.

[4] Beedle, M. (1997) Pattern Based Reengineering.cDbjagazine, January.

[5] Bons, R.W.H. (1997) Designing Trustworthy Tradededures for Open Electronic Commerce,

PhD Thesis, EURIDIS, University of Rotterdam.

32 Towards Control Patterns for Smart Business Netsork



[6] Bons, R. W., Lee, R.M., and Wagenaar, R.W. (19B8signing Trustworthy Inter-
Organizational Trade Procedures for Open Electr@oimmerce. International Journal of Elec-
tronic Commerce, 2(3):61-83.

[7] Chen, K. (1992). Schematic Evaluation of Internatdunting Control Systems. PhD thesis,
University of Texas at Austin, revised version &fale as Chen, K. and Lee, R.M. (1992), EU-
RIDIS Research Monograph RM-1992-08-1.

[8] Coplien, J. O., Harrison, N.B. (2004) Organizatidpatterns of Agile Software Development,
Prentice Hall

[9] Gamma, E., Helm, R., Johnson, R., and Vlissidg4,985). Design Patterns: Elements of Reus-
able Object-Oriented Software. Addison Wesley, Bost

[10] Gordijn, J. and Akkermans, J. (2001). e3-valueidreand evaluation of e-business models.
IEEE Intelligent Systems, Special Issue on e-Bassn16(4):11-17.

[11] Gordijn, J., Akkermans J.M., and Van Vliet J.C.{2Q “Business Modelling is not Process
Modelling”. in: Conceptual Modeling for  E-Busiss and the Web, LNCS 1921, pg 40-51 .

[12] Gordijn, J. and Akkermans, J. (2003). Value-basegiirements engineering: Exploring innova-
tive e-commerce ideas. Requirements Engineerirdy; 18(4-134

[13] Hevner, A.R., Ram, S., and March, S.T. (2004). @escience in information systems research.
Management Information Sytems Quarterly, 28(1): %=1

[14] Hollander, A.S., Denna, E., Cherrington, J.O. (398&ounting, Information Technology, and
Business Solutions. 2nd ed McGraw-Hill

[15] Kartseva, V., Gordijn, J., and Tan, Y.-H. (20092¢signing control mechanisms for value webs:
The internet radio case study. Proc. of the 18dd Blonference: elntegration in Action(Bled’05)

[16] Kartseva, V., Gordijn, J., and Tan, Y.-H. (2005)wards a modelling tool for designing con-
trol mechanisms in network organisations. Inteora! Journal of Electronic Commerce
10(2):57-84.

[17] Kartseva, V., Gordijn, J., and Tan, Y.-H (2006 emOrganisational Controls as Value Objects
in Network Organisations”, In: Dubois, E. and Pdhl(eds.) Proceedings of the 18th Confer-

ence on Advanced information Systems Engineerig $E‘06)

Kartseva, Hulstijn, Baida, Gordijn and Tan 33



[18] Kartseva, V. and Tan, Y.-H. (2005). Designing colstfor a marketplace of health care services:
a case study. In Proceedings of the 12th Resegrap&ium on Emerging Electronic Markets
(RSEEM 2005). Vrije Universiteit, Amsterdam

[19] Kartseva, V., Hulstijn, J., Gordijn, J., and TansH. (2006). Towards Value-based Design Pat-
terns for Inter-Organizational Control. In Proctloé 19th Bled Conference: eValues (Bled’'06).

[20] Lee, R.M. (2002) Automated Generation of Electrdmiocedures: Procedure Constraint Gram-
mars, Decision Support Systems 33: 291 — 308.

[21] Looi, C.-K., Tan, S.L., Teow, P.C., and Chan, H1989). A knowledge-based approach for in-
ternal control evaluation. Proceedings of the Zrternational conference on Industrial and engi-
neering applications of artificial intelligence aexbpert systems, 254—-261.

[22] Magretta, J. (1998) The power of Virtual Integratién Interview with Dell Computer's Mi-
chael Dell, Harvard Business Review, 2(76):72-84.

[23] Malone, T.W., Crowston, K., Pentland, B., Dellamcd., Wyner, G., Quimby, J., Osborn, C.S.,
Bernstein, A., Herman, G., Klein, M., O’Donnel, [#999). Tools for Inventing Organizations:
Towards a Handbook of Organizational Processesaljlement Science, 45(3): 425—433.

[24] Mayer, R., Davis, J., and Schoorman, F. An intégganodel of organizational trust. Academy
of Management Review, 20(3):709—-734, 1995.

[25] Meyer B. (1985) On Formalism in Specifications. EEGoftware, (2)1: 6 -26.

[26] Motschnig-Pitrik, R., Randa, P., and Vinek, G. (2D&pecifying and analysing static and dy-
namic patterns of administrative processes. Iné&dings of the 10th European Conference on
Information Systems (ECIS 2002), Gdansk, Poland.

[27] Osterwalder, A. (2004), The Business Model Ontoldgfroposition in a Design Science Ap-
proach, PhD thesis, University of Lausanne, LausaBwitzerland.

[28] Pateli, A.G., Giaglis, G.M. (2004) A Research Framik for Analysing Business Models. Eu-
ropean Journal of Information Systems, 13(4):302-30

[29] Ronmey, M. and Steinbart, P. (2003). Accountingimfation Systems. Prentice Hall, New Jer-

sey, 9th edition.

34 Towards Control Patterns for Smart Business Netsork



[30] Rumbaugh, J., Jacobson, I., and Booch, G. (1998).Unified Modelling LanguageReference
Manual. Addison Wesley, Reading, MA.

[31] Seruca, I. and Loucopoulos, P. (2003). Towardsstesyatic approach to the capture of patterns
within a business domain. The Journal of SysterdsSuoftware, (67):1-18.

[32] Starreveld, R., de Mare, B., and Joels, E. (198d3tuurlijke Informatieverzorging (in Dutch),
volume 1. Samsom, Alphen aan den Rijn, 4th edition.

[33] Tapscott, D., Lowy, A. and Ticoll, D. (2000): Hasséng the Power of Business Webs, Harvard
Business School Press, Boston

[34] Tillquist, J., King, J., and Woo, C. (2002) A Regeatational Scheme for Analyzing Information
Technology and Organization Dependency, Managemémation Systems Quarterly, 26(2):
91-118.

[35] Vervest, P., Preiss, K., van Heck, E., and Pau.1(2004). Introduction to smart business net-
works. Journal of Information Technology, 19: 22832

[36] Weigand, H., & Moor, A. de (2003). Workflow analgsvith communication norms. Data and
Knowledge Engineering, 47(3): 349-369.

[37] Williamson, O. E. (1979). Transaction cost econ@mithe governance of contractual relations.

Journal of Law and Economics, 22:3-61.

Kartseva, Hulstijn, Baida, Gordijn and Tan 35



